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Abstract

Perturbations targeting the graph structure have proven to be extremely effective
in reducing the performance of Graph Neural Networks (GNNs), and traditional
defenses such as adversarial training do not seem to be able to improve robustness.
This work is motivated by the observation that adversarially injected edges effec-
tively can be viewed as additional samples to a node’s neighborhood aggregation
function, which results in distorted aggregations accumulating over the layers.
Conventional GNN aggregation functions, such as a sum or mean, can be distorted
arbitrarily by a single outlier. We propose a robust aggregation function motivated
by the field of robust statistics. Our approach exhibits the largest possible break-
down point of 0.5, which means that the bias of the aggregation is bounded as
long as the fraction of adversarial edges of a node is less than 50%. Our novel
aggregation function, Soft Medoid, is a fully differentiable generalization of the
Medoid and therefore lends itself well for end-to-end deep learning. Equipping
a GNN with our aggregation improves the robustness with respect to structure
perturbations on Cora ML by a factor of 3 (and 5.5 on Citeseer) and by a factor of
8 for low-degree nodes.

1 Introduction

Learning on graph data has gained strong attention in recent years, specifically powered by the
success of graph neural networks [29, 34]]. Like for classic neural networks, (non-)robustness to
adversarial perturbations has shown to be a critical issue for GNNs as well [18,|61]]. In contrast to
other application domains of deep learning, adversaries on graphs are especially challenging because
not only the attributes might be perturbed, but also the discrete structure. Recently, many effective
attacks on graph neural networks have been proposed [5} [18 150} 154} |59, |61]], and there is strong
evidence that attacking the graph structure is more effective than attacking the attributes [52,61]].

While recent research suggests that effective defenses against attribute attacks can be found, e.g. robust
training [S9]], defenses against structure attacks remain an unsolved topic [18, 54, 60]. Moreover,
approaches such as [24, 152], solely focus on defending against specific attack characteristics. On
the contrary, Carlini and Wagner [[10] show that heuristic defenses often can be bypassed. Thus, we
design our model without attack-specific assumptions.

Message passing is the core operation powering modern GNNs [27]. In the message passing steps,
a node’s embedding is updated by aggregating over its neighbors’ embeddings. In this regard,
adversarially inserted edges add additional data points to the aggregation and therefore perturb the
output of the message passing step. Standard aggregation functions like a sum can be arbitrarily
distorted by only a single outlier. Thus, we reason that on top of the usual (potentially non-robust)
neural network components, GNNs introduce additional (typically non-robust) aggregations. Note
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Figure 1: We show the output layer (I = 2) message passing step, i.e. the input of AGGREGATE",
for adversarially added edges of an exemplary node v. The adversarial edges are obtained with a
Nettack [61] evasion attack (at test time). For a two-dimensional visualization we used PCA on the

weighted node embeddings Aswh%_l)W(l) of all edges (s, w) € A, butsolely plot v’s neighborhood.
We show the aggregation for 17, 29, and 50 perturbations in figure (a) to (c), respectively.

that many other countermeasures w.r.t. adversarial vulnerability are orthogonal to our approach and
can be applied additionally.

We propose a novel robust aggregation function for GNNs to address this drawback. This aggregation
function is novel in the context of deep learning. Our basic building block can be used within a
large number of architectures by replacing the aggregation function with our proposed one. Our
robust location estimator Soft Medoid is smooth and differentiable, which makes it well-suited for
being used within a neural network, and it has the best possible breakdown point of 0.5. With an
appropriate budget, the adversary can only perturb a subset of the aggregation inputs with the goal of
crossing the decision boundary. As long as the adversary only controls the minority of inputs, our
robust estimator comes with a bounded error regardless of the attack characteristics (i.e. no attack
can distort the aggregation result arbitrarily).

Empirically, our method improves the robustness of its base architecture w.r.t. structural perturbations
by up to 550% (relative), and outperforms previous state-of-the-art defenses. Moreover, we improve
the robustness of the especially challenging to defend low degree nodes by a factor of 8.

2 Robust aggregation functions for graph neural networks

Throughout this work, we use the formulation in[Eq. T (omitting the bias) for the message passing
operation.

h = O (AGGREGATE(” { (AW, hg*)w(l)) Yue Nw)U v}) (1)

hg)l) denotes the embedding of node v in the [-th layer; hg,o) represents the (normalized) input features
of node v. Further, A is the (potentially normalized) message passing matrix, W) the parameter for
the trainable linear transformation and o) (z) the (non-linear) activation. A/ (v) is the set of neighbors

of node v. GCN [34] 1nstant1atesas hi) = ReLU(SUM{(A A,.h VWO ),VueN(w)Uu}),
where A = A+1Iy, D Z Al] and A = D/2AD"/> represents the normalization of the original

adjacency matrix A. Common examples for AGGREGATE" are weighted meall (11126, 34, 149],
the max operation [29] or summation [55]]. From a robust statistics point of view, a single perturbed

embedding in v’s neighborhood suffices to arbitrarily deviate the resulting embedding hq(]l). We
hypothesize that the non-robustness of the aggregation function contributes to GNNs’ non-robustness.

To back this hypothesis, we analyze the distortion of the neighborhood aggregation based on an
exemplary message passing aggregation step in[Fig. T| The adversary inserts edges that result in a
concentrated set of outliers. Only about 25% of outliers in the aggregation suffice to move the output
outside of the convex hull of the clean data points. We see that a robust location estimator, such as
the proposed Soft Medoid in[Eq. 7, is much less affected by the outliers. Thus, we propose to use a
robust aggregation function in the message passing operation [Eq. T.

!Technically we should call this operation weighted sum since the weights often do not sum up to 1. However,
mean seems to be the widely accepted term (e.g. see [53]).



Robustness of a location estimator has multiple facets. The breakdown point €* (¢, X) (see[Eq. 4) [22]
measures the percentage of perturbed data points € until the estimator ¢ can be arbitrarily distorted. It
is well studied and has a probabilistic motivation for algebraically tailed distributions [39]. Comple-
mentary, the maxbias curve B(e) (see reports the maximum possible deviation of the location
estimate between the clean and perturbed data w.r.t. the ratio of perturbed data [16]. Naturally, we
desire a robust estimator to have a high breakdown point and low maxbias curve.

Measures such as the breakdown point are widely used as a proxy for the robustness of an estimator.
While they analyze unbounded attacks, adversarially added edges in graph neural networks are, of
course, not unbounded. However, for a strong/sufficient perturbation of the output, the attacker will
likely perturb a neighborhood with nodes that have very different attributes/embeddings. Note that
the magnitude of a structure perturbation is typically measured by the number of added or deleted
edges (i.e. neighbors in[Eq. T). We investigate unbounded perturbations as a worst-case analysis and
bounded attacks in our empirical evaluation. As we are going to see in[Fig. 2, a robust estimator
typically comes with a lower error for bounded perturbations as well.

Many such robust location estimators are computationally expensive or hard to implement in a
vectorized fashion, and not continuously differentiable [19} 20l 23| 132} 39| 40, 46| 48]. In our
experimentation, we found the M(R)CD estimator [8] and a differentiable dimension-wise median
implementation (based on soft sorting [17]) computationally too demanding for the repeated message
passing operation. Moreover, estimators for high dimensions [21] did not filter many adversarially
added edges (perhaps the number of inputs to an aggregation in a GNN is too low).

We conclude that existing robust location estimators are ill-suited for use within a neural network,
as fast computation and differentiability are crucial. Therefore we propose a novel robust and fully
differentiable location estimator and base our aggregation function on the Medoid tpfeqoia(X) =
argmingey Y5 [|x; — y||, a multivariate generalization of the Median. In contrast to the L;-

Estimator #1,, (X) = arg minycga Z;”:l lx; — ]|, the Medoid constrains the domain of optimization

from y € R to the input data points (y € X). Throughout the paper, we denote the data matrix as X
and its set representation with X interchangeably.

We propose a differentiable generalization of the Medoid replacing arg min with a softmax to form a
weighted average. That is,

tMedoid (X) = arg min Zj—l IIx; — ¥yl =~ Z §ix; =8 X =: tgm(X). (2)
yeX -

i=1

The weights 0 < §; <1, ZZ §; = 1 are obtained via softmax of the data points’ distances:

e (I - xll)
8= — — : 3
S exp (<% S0y Ik — %))

where 7' is a temperature parameter controlling the steepness of the arg min approximation. In this
approximation, a point that has small distances to all other data points (i.e., a central data point) will
have a large weight §;, whereas remote points will have weights close to zero. For T — 0 we recover
the exact Medoid and for T' — oo the sample mean. Further, the range of the Soft Medoid is no
longer limited to the data points themselves; it is now limited to the real numbers enclosed by the
convex hull of the data points, i.e. tsm(X) € H(X). Furthermore, due to the Euclidean distance,
the (Soft) Medoid is orthogonal equivariant tsy(QX + v) = Q tsm(X) + v, with the orthogonal
matrix Q and the translation vector v € R%.

3 Robustness analysis

The (non-robust) sample mean and maximally robust Medoid are special cases of our smooth
generalization of the Medoid (see[Eq. 2), depending on the choice of the softmax temperature 7',
Naturally, this raises the question to what extent the Soft Medoid shares the robustness properties
with the Medoid (or the non-robustness properties of the sample mean). In this section we show
the non-obvious fact that regardless of the choice of T' € [0, 0o) the Soft Medoid has an asymptotic
breakdown point of €*(tsm, X) = 0.5. As a corollary, the Soft Medoid comes with a guarantee on
the embedding space. We conclude with a discussion of the influence of the temperature 7". w.r.t. the
maxbias curve.



The (finite-sample) breakdown point states the minimal fraction e = ™/n with m perturbed examples,
so that the result of the location estimator ¢(X) can be arbitrarily placed [22]:

€ (t,X) = min {Tgis}lpﬂt(x)—t(xe)H:OO} @)

1<m<n X

For this purpose, X, denotes the perturbed data. To obtain X, (equivalently X.) we may select and
change up to m (or an € fraction of) data points of x; € X" and leave the rest as they are. Lopuhad
and Rousseeuw [39] show that for affine/orthogonal equivariant estimators such as the L1 -Estimator,
the best possible breakdown point is €*(#L,,X) = 0.5. The sample mean, on the other side of
the spectrum, has an asymptotic breakdown point of €*(¢,,, X) = 0. A single perturbed sample is
sufficient to introduce arbitrary deviations from the sample mean‘s true location estimate ¢,,(X).

Theorem 1 Let X = {xi,...,X,} be a collection of points in R? with finite coordinates and
temperature T € [0,00). Then the Soft Medoid location estimator (Eq. 2) has the finite sample
breakdown point of €*(tsy, X) = Yn| (n+1)/2] (asymptotically lim,,_,~ €* (tsy, X) = 0.5).

Our analysis addresses the somewhat general question: How well do we need to approximate the
Medoid or L, -Estimator to maintain its robustness guarantees? Despite many approximate algorithms
exits [9L 12} 1131115, 1251130} 33} 44, 145]), we are the first to address this problem:

Lemma 1 Let X = {xi,...,X,} be a collection of points in R, which are (w.L.o.g.) centered such
that 1(X) = 0. Then, the (orthogonal equivariant) approximate Medoid or L,-Estimator t has a
breakdown point of ¢* (t,X) = 1/n|(n+1)/2|, if the following condition holds: lim,,, , #X<)/p = 0.

Where X = {X1,...,Xm, Xm+1, - - -, Xn } is obtained from X by replacing m = | (n—1)/2] arbitrary
samples with a point mass on the first axis: x; = [p 0 --- 0", Vi€ {1,...,m}.
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decisive how closely we approximate the true
Medoid. The condition rather imposes an upper
bound on the growth of the location estimator
over the magnitude of the perturbation p. In ad-
dition to the formal proof in[§ Al we now present
an illustrative proof sketch for a simplified sce-
nario, which highlights why the Soft Medoid has
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Proof Sketch Due to the orthogonal equivari-
ance we may choose {sv(X) = 0, without Figure 2: Empirical bias B(e), for 50 samples
loss of generality. Let X, be decomposable from a centered (tsm(X) = 0) bivariate normal
such that X, = &L Uy P Clearly distribution. (a) shows the bias for a perturbation
the worst-case perturbation is obtained when with norm 1000, and (b) 10.

/'?E(p “) concentrates on a point mass [[16]]. Due to orthogonal equivariance we can, thus, pick
= 0 - 0]T,vx; € )?e(pe"') w.l.o.g. In the following, we analyze the special case where

all clean data points are located in the origin x; = 0, Vx; € /'E'E(dea").

We now have to find the minimal fraction of outliers ¢ for which lim,,_, . ||tsm(X.)|| < oo does not
hold anymore. Here, both terms in the equation of the Soft Medoid tSM(f(E) = ATXE depend on p
and lim,,_, oo tSM(XE) = limy o0 §T X, leads to the undefined case of 0 - co. However, because of
limg, oo ze */* = (fora e [0, 00), it turns out that we just have to analyze § for p — oco. That is,
if §(P) — 0 the perturbed data have zero weight in the aggregation. We now relate the weight of
any perturbed data point s(°°™) to the weight of any clean data point §(c'¢2"):

é(pert.) exp {7 % Z)—(j cx. ij — 5{([361‘1.) H } 1
_ = exp E Pl — E p
%; e)&(clean) %; efﬁ(pem)

g(clean) 1 _ %, — x(clean B T
Xpy—T Z;‘cjeXE Xj — x! )”
(l)c".e(clean) |7|)2€(perl.) |> p

T




If we have more clean points than perturbed points (| 2™ | > | ™)), then limy,_, oo 87" /s =

exp(—o0) = 0. Note that ™ /s = () can only be true if $(P**) = 0. Hence, the norm of the Soft
Medoid is finite when the perturbation p approaches infinity iff € < 0.5. OJ

For a corollary of we formally introduce the (asymptotic) maxbias curve
B(e,t, D) = sup [((Dx) — £ (1 =)D + M) |, )

with the data distribution D and arbitrary distribution H representing the perturbation. The maxbias
curve models the maximum deviation between clean and perturbed estimate over different percentages
of perturbations e. From [Theorem T and the monotonicity of the maxbias curve, [Corollary T follows.

Corollary 1 Let X = {xy,...,Xn} be a collection of points in R? with finite coordinates and the
constant temperature T € [0,00). Then the Soft Medoid location estimator (Eq. 2) has a finite
maxbias curve B* (e, tsy, Dx) < 0o for € < €*(tsy, X).

There exists a finite upper bound on the maxbias, i.e. the maximum deviation ||tsm(X) —tsm(Xe)|| <
oo between the estimate on the clean data X and perturbed data X is limited. Consequently, using
the Soft-Medoid translates to robustness guarantees on the embedding space of each layer. However,
deriving this upper bound analytically is out of scope for this work.

In[Fig. 2| we give empirical results for a fixed point mass perturbation on the first axis over increasing
values of e. (a) shows that for high temperatures and distant perturbations our Soft Medoid
achieves an even lower bias than the Medoid because it essentially averages the clean points. (b)
shows that this comes with the risk of a higher bias for small perturbations and high . However,
in case the perturbation is close to the data points, the bias cannot be very high. In conclusion, in
the context of a GNN and for an appropriate choice of T as well as bounded perturbations, the Soft
Medoid can help mitigate the effects of adversarially injected edges as long as € is sufficiently small.

4 Instantiating the Soft Medoid for graph neural networks

Before we can show the effectiveness of our method, we need to discuss how we can use the proposed
Soft Medoid in GNNs. Effectively, we have to extend [Eq. 2Jto the weighted case due to the weights
in the respective message passing matrix A:

exp (—4 3, ayllx; —xill)
Sirexp (—F X0 ayllx; — x,))

where a is a non-negative weight vector (e.g. the weights in arow of A) and ¢ = (X1 2)/(37_, s;a;).

twsm(X,a) =c(soa) X (6) s; =

N

Since the Soft Medoid interpolates between the Medoid and mean, we indeed have to adapt the
location estimator at two places: The generalized definition of s handles the weighted Medoid, while
s o a resembles the weighted mean (note that for 7' — oo all elements of s are equal, thus, using only
s would result in an unweighted mean; soa
makes it a weighted mean). The multiplica-
tion with ¢ simply ensures a proper normal-
ization of fwsy like in a standard GNN.

Table 1: Average duration (time cost in ms) of one
training epoch (over 200 epochs, preprocessing counts
once). For the other defenses we used DeepRobust’s
implementation. We report “-” for an OOM. We used
[Theorem T]holds for the weighted case ac- one 2.20 GHz core and one GeForce GTX 1080 Ti (11

cordingly: Given a weight vector a with  Gb). For hyperparameters Seel@
positive weights, the estimate twsy can-

not be arbitrarily perturbed if 3~ a(Pert) < Cora ML [j6] Citeseer [j7] PubMed [“ﬁ]
S aldlean) s satisfied (seel§ A.4). GDC Prepr.

SM GCN 412 2109 366 1541 860 497.8
In [Eq. T we plug in the newly derived ~ SVD GCN 1194 1208 663 673 - -

Weighted Soft Medoid fwsy (X, a) for the ~ Jaccard GCN 191 147.8 112 1180 849 5854
AGGREGATION. Thus, for node v in ~ RECN 8775 63 93 1355 1366

VanillaGCN 51 7.1 47 78 60  66.1
layer [, X represents the stacked embed-  vanilla GAT 152 656 118 533 464 270.8

dings {hg_l)W(l),Vu € N(v) Uv}, and
a the weight vector consists of { A, Vu € N(v) Uwv}. Hence, we can think about the terms before
X in[Eq. 6 as an input-dependent reweighting of the message passing matrix.



https://github.com/DSE-MSU/DeepRobust
https://github.com/DSE-MSU/DeepRobust

A sparse matrix implementation of the Weighted Soft Medoid has a time complexity of
O(ny_._; (deg(v) + 1)%), with number of nodes n. Due to the power law distribution of many
graphs, we will also have a few nodes with a very large degree. To circumvent this issue and to
enable a fully vectorized implementation we propose to calculate the Weighted Soft Medoid for
the embeddings of the k neighbors with largest weight. This yields a time and space complexity of
O(nk?) and for k < n leads to a total worst-case complexity of O(n). The time cost of the Soft
Medoid (SM GCN) is comparable to the defenses SVD GCN and Jaccard GCN (see[Table T).

5 Experimental evaluation

In[§ 5.2, we discuss the influence of the temperature 7. While our main focus is on evaluating
certifiable robustness, we also analyze the empirical robustness via attacks (§ 5.3). In[§ 5.4 we present
the main results and comparison to other defenses. We mainly highlight results on Cora ML and
attacks jointly adding and deleting edges (for other datasets/attacks see [§ B). The source code is
available at https://www.daml.in.tum.de/reliable_gnn_via_robust_aggregation.

5.1 Setup

Architectures. We compare our approach against the current state of the art defenses against structure
attacks [24} 152, 158]. SVD GCN [24] performs a low-rank approximation of the adjacency matrix
with a truncated SVD (the result is not sparse in general, we use rank 50), Jaccard GCN [52] use the
Jaccard similarity on the attributes to filter dissimilar edges (we use a similarity threshold of 0.01),
and the RGCN [58] models the graph convolution via a Gaussian distribution for absorbing the effects
of adversarial changes. Further, we compare the robustness to the general-purpose GNNs Graph
Attention Network (GAT) [49], Graph Diffusion Convolution (GDC) with a GCN architecture [36],
and GCN [34]. As baselines of robust location estimators, we equip a GCN and a GDC with the
dimension-wise Median and the Medoid. Note that because of their non-differentiability, only the
gradient for the selected/central item is non-zero—similarly to, e.g., max-pooling on images.

Datasets. We evaluate these models on Cora ML [47], Citeseer [41], and PubMed [47] for semi-
supervised node classification. gives a summary of the size of the respective largest connected
component, which we are using. None of the referenced attacks/defenses [S} 18}, 124} 142} 50} 152, 154,
59L161]] uses a larger dataset. Note that our approach scales (runtime/space) with O(n) while SVD
GCN has space complexity of O(n?).

Hyperparameters. We use two-layer GNNs with default parameters, as suggested by the respective
authors for all the models. We use the personalized PageRank version of GDC. For a fair comparison,
we set the number of hidden units for all architectures to 64, the learning rate to 0.01, weight decay to
5e—4, and train for 3000 epochs with a patience of 300. For the architectures incorporating our Soft
Medoid, we perform a grid search over different temperatures 7" (for the range of the temperatures
T see[Fig. 3)). In case we are using GDC, we also test different values for the teleport probability
« € [0.05, 0.4]. In the experiments on Cora ML and Citeseer we use o = 0.15 as well as k = 64. We
use o = 0.15 as well as £ = 32 in the PubMed experiments. For each approach and dataset, we rerun
the experiment with three different seeds, use each 20 labels per class for training and validation, and
report the one-sigma error of the mean.

Robustness certificates. To measure certifiable robustness, we use Randomized Smoothing [[14}
37,138]] for GNNs [[7]. Randomized smoothing is a probabilistic, black-box robustness certification
technique that is applicable to any model. Following Bojchevski et al. [7] we create an ensemble of
models g(x) (aka the smooth classifier) that consists of the trained base classifier f(x) with random
inputs. We randomly perturbed the input via independent random flips of elements in the binary
feature matrix and/or adjacency matrix. For adding an element we use the probability p, and for
removing an element we use pg .

We treat the prediction of a smooth classifier as certifiably correct if it is both correct and certifiably
robust; i.e. the prediction does not change w.r.t. any of the considered perturbations/attacks. We refer
to the ratio of certifiably correct predictions as the certification ratio R(r,,r4) at addition radius r,
and deletion radius r4. For example, R(r, = 2,74 = 0) denotes the ratio of nodes that are robust
(and correct) under insertion of any two edges. Higher is better. We compare the robustness for three


https://www.daml.in.tum.de/reliable_gnn_via_robust_aggregation

different cases: (a) addition or deletion of edges, (b) only deletion, (c) only addition. For further
details on randomized smoothing, we refer to[§ B.2]

Comparing all these certification ratios R(r,,74) at different radii is somewhat cumbersome and
subjective. Therefore, we propose the accumulated certifications

AC=—R(0,0)+) . Baa) (8)

as a single measure that captures overall robustness. We decide to subtract R(0, 0), because it reflects
the accuracy of the smooth classifier. This metric is related to the area underneath the bivariate
certification ratio R(r,, rq). Note that a more robust model has higher accumulated certifications.

To capture what certifiable radii one obtains for correct predictions, in[Table 2] we additionally report
the average certifiable radii 7, (and 7):

= 1 max

Fai= 15 Ziec I () 9)
Here, C denotes the set of all correctly predicted nodes and 7°®*(4) the maximum addition radius so
that node ¢ can still be certified w.r.t. the smooth classifier g(x;); analogously for r4. The higher the
better.

5.2 The temperature hyperparameter

Following up on the concluding statement of [§ 3] the temper-
ature 7' is a central hyperparameter for a GNN equipped with
a Soft Medoid. Our best-performing setup is a GDC equipped
with a Soft Medoid (see [§ 5.4). Consequently, we use this
model for the analysis of the influence of 7.

[Fig 3]illustrates this relationship for a wide range of T'. De-
creasing the temperature comes with increased robustness but
at the cost of the accuracy. However, we cannot increase
the robustness indefinitely and observe a maximum around
T = 0.2. We hypothesize that this is because for too low
values of T' the Soft Medoid ignores all but one input and
for high temperatures 7' we approach the non-robust sample
mean. In reference to[§ 3] for the right temperature w.r.t. the
magnitude of perturbations, we essentially average over the clean data points. Depending on the
requirements for the robustness accuracy trade-off, we conclude that the sweet spot is likely to be in
the interval of T’ € [0.2, 1]. With that in mind, we decide to report the reasonable trade-offs of T' = 1,
T = 0.5, and our most robust model (1" = 0.2), for the experiments.

Accum. cert.

Temperature 7’

Figure 3: Influence of the tempera-
ture T" on the accumulated certifica-
tions (solid) and accuracy of the base
classifier (dashed).

5.3 Empirical robustness
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Figure 4: Accuracy for evasion (transfer) attacks on Cora ML.

The advantage of analyzing certifiable robustness is that it does not rely on specific attack approaches
and the respective characteristic. However, the certificates we obtain are strictly speaking for the



resulting smooth classifier. As Cohen et al. [14] point out, only a base classifier that is robust w.r.t.
these small perturbations can result in a robust smooth classifier. Still, for completeness, we report
in[Fig. 4]the (empirical) robustness of the base classifier, i.e. we measure how the accuracy drops
when attacking the adjacency matrix. In such a scenario one has to refer to a specific attack approach.
As shown, our approach outperforms all baselines with a significant margin for strong perturbations.
That is, the accuracy stays high despite many perturbed edges. We report the perturbed accuracy
for Dice [50], a FGSM-like [28] attack that greedily flips the element in A which contributes most
to the test loss and Projected Gradient Descent (PGD) for L perturbations [54]]. For Nettack [61]],
Metattack [59]], and the results on Citeseer see

5.4 Certified robustness

In [Table 2| we summarize the certified robustness of the experiments on Cora ML and selected
experiments on Citeseer. For a complete comparison, we also report the accuracy of the base
classifier. In § B.E, we report results on all three datasets with error estimates. Our Soft Medoid
GDC architecture comes with a relative increase on the accumulated certifications of more than 200%
w.r.t. adversarially added edges (most challenging case) for a wide range of baselines, alternative
architectures, and defenses [24,152}158]]. In the same scenario, on Citeseer we outperform the other
baselines by a factor of 5.5. Moreover, our Soft Medoid GDC outperforms the “hard” Medoid as
well as dimension-wise Median. As expected, increased robustness comes with the price of a slightly
lower accuracy (compared to the best performing model which is substantially less robust).

Table 2: Accumulated certifications (first to third data col- Graph diffusion. Node degrees in real-
umn) and average certifiable radii (fourth and fifth data col- world graphs typically follow a power-
umn) for the different architectures (top two highlighted). law distribution. Consequently, we must
In the last column we list the clean accuracy of the base be able to deal with a large fraction of

classifier (binary node attributes). low degree nodes. To obtain more ro-
bust GNNs, methods that are increasing
Accum. certificates  Ave. cert. rad.  Acc. the degree of the nodes are an important

A.&d. Add Del. Add Del . 3
ingredient for the success of our model.

Vanilla GCN 184 021 442 025 537 0823 . .
Vanilla GDC 198 020 433 025 525 og3s  Lhe GDCarchitecture [36] is one of the
Vanilla APPNP 337 039 461 047 553 0841  natural choices for smoothing the adja-
Vanilla GAT 126 007 403 009 502  0.806 : .

S SVDGON 084 008 239 011 314 o772  SeNCy matrlx.because its IQW pass filter

o Jaccard GCN 086 001 439 002 543 0775  ing of the adjacency matrix leads to an

= RGCN 146012399 0.15 503 0793 jpcreased number of non-zero weights.

£ SMGCN(T'=50) 186 021 444 025 541 0823

O Dimmedian GDC 238 032 461 041 571 0801 : : :
Modoid GDC 105 051 462 073 628 0724 To 111ust'rate why the GDC' archltegture is
SMGDC(T =1.0) 431 052 471 066 570 0823  well-suited for being equipped with the
SMGDC(T'=0.5) 507 060 480 079 598 0795  Soft Medoid, we plot the accumulated
SMGDC (T =02) 560 0.66 491 089 631 0.770 fcati he d .

Vanilla GCN 124 011 388 016 548 0710 Ccertifications over the degree in [Fig. 5]
= SVDGCN 052 000 212 000 325 0639  We see that with increasing degree the
= Jaccard GCN 142 004 396 006 557 0711 : :

8 RGCN 12 009 389 012 sa4 o7 Soft Medoid GCN can demonstrate its

& sMebCc(T=10) 267 032 412 045 577 071 strengths. We hypothesize, given just

&)

SMGDC (T'=0.5) 3.62 048 422 0.69 594  0.709 i i i iti
SMGDC(T'=02) 4.69 060 444 089 632 0702 a few dqta points (i.e. nelghbors), It 1
challenging for a robust estimator to dif-
ferentiate between clean samples and outliers. Moreover, just a few adversarially added edges suffice
to exceed the breakdown point. Note, however, that GDC alone does not improve the robustness by

much (see and[Fig. 5).

In conclusion of this discussion, the Soft Medoid and GDC synergize well and help to tackle the
challenging problem of robustifying low degree nodes. In comparison to a GCN, with our approach,
we can improve the robustness by up to eight times for low-degree nodes.

Edge deletion. For the case of edge deletion, a vanilla GCN performs already decently. This
observation matches our experiments, where we found that with an identical budget it is more
powerful to inject a few outliers than removing the same amount of “good” edges (in the sense of
perturbing the message passing aggregation).

Attributes. We observed that increased robustness against structure attacks comes with a decreased
robustness on attribute attacks (GCN as baseline). Since we do not focus attribute robustness, we
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Figure 5: Accumulated certi- Figure 6: (a) and (b) show the certification ratio over different
fications (see [Eq. 8) over the radii for deletion r4 and addition r,. We compare our the Soft
degree (equal freq. binning). Medoid GDC against a GCN and the other defenses [24, 52} 158]].

refer to[§ B.5 for further insights and, at the same time, we present a parametrization of our approach
which comes with improved attribute robustness.

Defenses. Complementary to [Table 2| in [Fig. 6| we contrast the certification ratio for the Soft
Medoid GDC to the state-of-the-art defenses [24}, 152, 58| over different radii r4 and r,. Our model
outperforms all of the tested state-of-the-art defenses by a large margin. All defenses [24) 52} 58]
do not achieve high certification ratios. Thus, defenses designed for specific attacks cannot serve as
general defenses against adversarial attacks. This highlights the need for certifiably robust models, as
in general, we can make no a priori assumptions about adversarial attacks in the real world.

6 Related work

GNNGs are an important class of deep neural networks, both from a scientific and application standpoint.
Following the recent, trendsetting work in [29,134], a vast number of approaches were proposed [1,26}
35,136149,155]. A magnitude of adversarial attacks have been introduced [15, 18} 124}142 152,154,159} |61]],
pointing out their sensitivity regarding such attacks. Many of the proposed attacks directly propose
an appropriate defense. We can classify the approaches into the categories of preprocessing [24} 52]],
robust training [54} [59], and modifications of the architecture [56} 58]]. Perhaps the most similar
approach, due to their statistical motivation, is RGCN [58]].

An alternative direction to heuristic defenses is certification against small perturbations of the
input [31,151]]. Some of these ideas were transferred to GNNGs, recently [[6, [60]. These certifications
usually impose many restrictions regarding architectures or perturbations. In [7]], randomized
smoothing [[14}137,138]] was extended to GNNs for an empirical certification of arbitrary architectures.

Note that our reasoning about robust location estimators is orthogonal to the work of Xu et al. [55].
Their aim is to design aggregation functions that maximize the expressive power of a GNN. On the
other hand, our goal is to design robust aggregation functions. Since the 1960s, the robust statistics
community has been systematically studying such estimators in the presence of outliers [32| 48]], and
in recent years, research has also been drawn towards robust estimation in high dimensions [20].

7 Conclusion

We propose a robust aggregation function, Soft Medoid, for the internal use within GNNs. We show
that the Soft Medoid—a fully differentiable generalization of the Medoid—comes with the best
possible breakdown point of 0.5 and an upper bound of the error/bias of the internal aggregations.
We outperform all baseline and the other defenses [24, 152, |58] w.r.t. robustness against structural
perturbations by a relative margin of up to 450% and for low-degree edges even 700%.



Broader Impact

This work is one step on the path towards the adversarial robustness of GNNs. Consequently, all
potential applications of GNNs could benefit. These applications are computer vision, knowledge
graphs, recommender systems, physics engines, and many more [53}157]]. Robust machine learning
models certainly come with less opportunity of (fraudulent) manipulation. Robust models will enable
the application of artificial intelligence (Al) for new use cases (e.g. safety-critical systems)—with
all the related pros and cons. Perhaps, at some point, the discussion of risks and opportunities
for AI [3}[11] and robust machine learning will converge. Focusing on the negative aspects of
contemporary applications, robust GNNs might cause, e.g., an increased automation bias [43]], or
fewer loopholes e.g. in the surveillance implemented in authoritarian systems [2].

Acknowledgments and Disclosure of Funding

This research was supported by the German Research Foundation, Emmy Noether grant GU 1409/2-1,
the German Federal Ministry of Education and Research (BMBF), grant no. 01IS18036B, and the
Helmbholtz Association under the joint research school “Munich School for Data Science - MUDS.”
The authors of this work take full responsibilities for its content.

References

[1] S. Abu-El-Haija, A. Kapoor, B. Perozzi, and J. Lee. N-GCN: Multi-scale graph convolution for
semi-supervised node classification. 35th Conference on Uncertainty in Artificial Intelligence,
UAI 2019, 2019.

[2] U. Akin Hamid. Artificial Intelligence , Authoritarianism and the Future of Political Systems H
. Akin Unver | EDAM , Oxford CTGA & Kadir Has University. EDAM Research Reports, (July
2018), 2018.

[3] B. Balaram, T. Greenham, and J. Leonard. Artificial Intelligence: Real Public Engagement.
Technical report, RSA (Royal Society for the encouragement of Arts, Manufactures and Com-
merce), 2018.

[4] A.Bojchevski and S. Giinnemann. Deep Gaussian embedding of graphs: Unsupervised inductive
learning via ranking. 6th International Conference on Learning Representations, ICLR 2018,
pages 1-13, 2018.

[5] A.Bojchevski and S. Giinnemann. Adversarial attacks on node embeddings via graph poisoning.
36th International Conference on Machine Learning, ICML 2019, 2019-June:1112-1123, 2019.

[6] A. Bojchevski and S. Giinnemann. Certifiable Robustness to Graph Perturbations. Neural
Information Processing Systems, NeurIPS, pages 1-17, 2019.

[7] A. Bojchevski, J. Klicpera, and S. Giinnemann. Efficient Robustness Certificates for Graph
Neural Networks via Sparsity-Aware Randomized Smoothing (see URL for an anonymous
preprint of the accepted paper). 37th International Conference on Machine Learning, ICML
2020, 2020.

[8] K. Boudt, P. J. Rousseeuw, S. Vanduffel, and T. Verdonck. The minimum regularized covariance
determinant estimator. Statistics and Computing, 30(1):113-128, 2020.

[9] M. Béddoiu, S. Har-Peled, and P. Indyk. Approximate clustering via core-sets. Annual ACM
Symposium on Theory of Computing, pages 250-257, 2002.

[10] N. Carlini and D. Wagner. Adversarial examples are not easily detected: Bypassing ten detection
methods. ACM Workshop on Artificial Intelligence and Security, AISec 2017, pages 3—14, 2017.

[11] S. Cave, R. Nyrup, K. Vold, and A. Weller. Motivations and Risks of Machine Ethics. Proceed-
ings of the IEEE, 107(3):562-574, mar 2019.

[12] R. Chandrasekaran and A. Tamir. Open questions concerning Weiszfeld’s algorithm for the
Fermat-Weber location problem. Mathematical Programming, 1989.

10



[13] H. H. Chin, A. Madry, G. Miller, and R. Peng. Runtime Guarantees for Regression Problems.
(D), 2011.

[14] J. Cohen, E. Rosenfeld, and J. Z. Kolter. Certified adversarial robustness via randomized
smoothing. 36th International Conference on Machine Learning, ICML 2019, pages 2323—
2356, 2019.

[15] M. B. Cohen, Y. T. Lee, G. Miller, J. Pachocki, and A. Sidford. Geometric median in nearly
linear time. Annual ACM Symposium on Theory of Computing, 19-21-June(1):9-21, 2016.

[16] C. Croux, G. Haesbroeck, and P. J. Rousseeuw. Location adjustment for the minimum volume
ellipsoid estimator. Statistics and Computing, 12(3):191-200, 2002.

[17] M. Cuturi, O. Teboul, and J.-P. Vert. Differentiable Ranks and Sorting using Optimal Transport.
(NeurIPS), 2019.

[18] H.Dai, H. Li, T. Tian, H. Xin, L. Wang, Z. Jun, and S. Le. Adversarial attack on graph structured
data. 35th International Conference on Machine Learning, ICML 2018, 3:1799-1808, 2018.

[19] P. L. Davies. Asymptotic Behaviour of $S$-Estimates of Multivariate Location Parameters and
Dispersion Matrices. The Annals of Statistics, 1987.

[20] I. Diakonikolas and D. M. Kane. Recent Advances in Algorithmic High-Dimensional Robust
Statistics. 1652862:1-38, 2019.

[21] I. Diakonikolas, G. Kamath, D. M. Kane, J. Li, A. Moitra, and A. Stewart. Being robust (in
high dimensions) can be practical. 34th International Conference on Machine Learning, ICML
2017, 3:1659-1689, 2017.

[22] D. Donoho and P. J. Huber. The notion of breakdown point. In A Festschrift For Erich L.
Lehmann, pages 157-184. Wadsworth Statist./Probab. Ser., Wadsworth, Belmont, CA, 1983,
1983.

[23] D. L. Donoho and M. Gasko. Breakdown Properties of Location Estimates Based on Halfspace
Depth and Projected Outlyingness. The Annals of Statistics, 1992.

[24] N. Entezari, S. A. Al-Sayouri, A. Darvishzadeh, and E. E. Papalexakis. All you need is Low
(rank): Defending against adversarial attacks on graphs. International Conference on Web
Search and Data Mining, WSDM 2020, pages 169-177, 2020.

[25] D. Feldman and M. Langberg. A unified framework for approximating and clustering data.
Proceedings of the Symposium on Theory of Computing, pages 569578, 2011.

[26] H. Gao and S. Ji. Graph U-nets. 36th International Conference on Machine Learning, ICML
2019, 2019-June:3651-3660, 2019.

[27] J. Gilmer, S. S. Schoenholz, P. F. Riley, O. Vinyals, and G. E. Dahl. Neural message passing
for quantum chemistry. 34th International Conference on Machine Learning, ICML 2017, 3:
2053-2070, 2017.

[28] I.J. Goodfellow, J. Shlens, and C. Szegedy. Explaining and harnessing adversarial examples.
3rd International Conference on Learning Representations, ICLR 2015, pages 1-11, 2015.

[29] W. L. Hamilton, R. Ying, and J. Leskovec. Inductive representation learning on large graphs.
Advances in Neural Information Processing Systems, 2017.

[30] S. Har-Peled and A. Kushal. Smaller Coresets for k -Median and k -Means Clustering. Discrete
Comput Geom, 37:3-19, 2007.

[31] M. Hein and M. Andriushchenko. Formal guarantees on the robustness of a classifier against
adversarial Manipulation. In Advances in Neural Information Processing Systems, 2017.

[32] P.J. Huber. Robust Estimation of a Location Parameter. The Annals of Mathematical Statistics,
1964.

11



[33] Indyk Piotr. High-Dimensional Computational Geometry. PhD thesis, Stanford University,
2001.

[34] T. N. Kipf and M. Welling. Semi-supervised classification with graph convolutional networks.
5th International Conference on Learning Representations, ICLR 2017, pages 1-14, 2017.

[35] J. Klicpera, A. Bojchevski, and S. Giinnemann. Predict then propagate: Graph neural networks
meet personalized PageRank. 7th International Conference on Learning Representations, ICLR
2019, pages 1-15, 2019.

[36] J. Klicpera, S. Weillenberger, and S. Giinnemann. Diffusion Improves Graph Learning.
(NeurIPS):1-22, 2019.

[37] M. Lecuyer, V. Atlidakis, R. Geambasu, D. Hsu, and S. Jana. Certified robustness to adversarial
examples with differential privacy. In IEEE Symposium on Security and Privacy, 2019.

[38] B.Li, C. Chen, W. Wang, and L. Carin. Certified Adversarial Robustness with Additive Noise.
(Neural Information Processing Systems, NeurIPS), 2018.

[39] H. Lopuhai and P. Rousseeuw. Breakdown Points of Affine Equivariant Estimators of Multi-
variate Location and Covariance Matrices. Annals of Statistics, 19, 1991.

[40] R. A. Maronna. Robust $M$-Estimators of Multivariate Location and Scatter. The Annals of
Statistics, 1976.

[41] A.K. McCallum, K. Nigam, J. Rennie, and K. Seymore. Automating the construction of internet
portals with machine learning. Information Retrieval, 2000.

[42] B. A. Miller, M. Camurcu, A. J. Gomez, K. Chan, and T. Eliassi-Rad. Topological Effects on
Attacks Against Vertex Classification. 2020.

[43] K. L. Mosier, L. J. Skitka, S. Heers, and M. Burdick. Automation bias: Decision making and
performance in high-tech cockpits. International Journal of Aviation Psychology, 1998.

[44] J. Newling and F. Fleuret. A sub-quadratic exact medoid algorithm. International Conference
on Artificial Intelligence and Statistics, AISTATS 2017, 54, 2017.

[45] P. Parrilo and B. Sturmfels. Minimizing polynomial functions. DIMACS Workshop on Algo-
rithmic and Quantitative Aspects of Real Algebraic Geometry in Mathematics and Computer
Science, 0000:83-100, 2001.

[46] P.J. Rousseeuw. Least Median of Squares Regression. Journal of the American Statistical
Association, 1984.

[47] P. Sen, G. M. Namata, M. Bilgic, L. Getoor, B. Gallagher, and T. Eliassi-Rad. Collective
classification in network data. Al Magazine, 2008.

[48] J. W. Tukey. A Survey of Sampling from Contaminated Distributions. Contributions to
Probability and Statistics Essays in Honor of Harold Hotelling, 1960.

[49] P. Velickovié, A. Casanova, P. Lio, G. Cucurull, A. Romero, and Y. Bengio. Graph attention
networks. 6th International Conference on Learning Representations, ICLR 2018, pages 1-12,
2018.

[50] M. Waniek, T. P. Michalak, M. J. Wooldridge, and T. Rahwan. Hiding individuals and commu-
nities in a social network. Nature Human Behaviour, 2(2):139-147, 2018.

[51] E. Wong and J. Z. Kolter. Provable defenses against adversarial examples via the convex outer
adversarial polytope. In 35th International Conference on Machine Learning, ICML 2018,
2018.

[52] H. Wu, C. Wang, Y. Tyshetskiy, A. Docherty, K. Lu, and L. Zhu. Adversarial examples for
graph data: Deep insights into attack and defense. IJCAI International Joint Conference on
Artificial Intelligence, 2019-Augus:4816-4823, 2019.

12



[53] Z. Wu, S. Pan, F. Chen, G. Long, C. Zhang, S. Member, and P. S. Yu. A Comprehensive Survey
on Graph Neural Networks. IEEE Transactions on Neural Networks and Learning Systems,
2020.

[54] K. Xu, H. Chen, S. Liu, P. Y. Chen, T. W. Weng, M. Hong, and X. Lin. Topology attack and
defense for graph neural networks: An optimization perspective. IJCAI International Joint
Conference on Artificial Intelligence, 2019-Augus:3961-3967, 2019.

[55] K. Xu, S. Jegelka, W. Hu, and J. Leskovec. How powerful are graph neural networks? 7th
International Conference on Learning Representations, ICLR 2019, pages 1-17, 2019.

[56] Y. Zhang, S. Pal, M. Coates, and D. Ustebay. Bayesian Graph Convolutional Neural Networks
for Semi-Supervised Classification. AAAI Conference on Artificial Intelligence, 33:5829-5836,
2019.

[57] J. Zhou, G. Cui, Z. Zhang, C. Yang, Z. Liu, L. Wang, and C. Li. Graph Neural Networks : A
Review of Methods and Applications. arXiv preprint arXiv:1812.08434, 2018.

[58] D. Zhu, P. Cui, Z. Zhang, and W. Zhu. Robust graph convolutional networks against adversarial
attacks. International Conference on Knowledge Discovery and Data Mining, KDD, pages
1399-1407, 2019.

[59] D. Ziigner and S. Gilinnemann. Adversarial attacks on graph neural networks via meta learning.
7th International Conference on Learning Representations, ICLR 2019, pages 1-15, 2019.

[60] D. Ziigner and S. Giinnemann. Certifiable Robustness of Graph Convolutional Networks under
Structure Perturbations. International Conference on Knowledge Discovery and Data Mining,
KDD, pages 1656-1665, 2020.

[61] D. Ziigner, A. Akbarnejad, and S. Giinnemann. Adversarial attacks on neural networks for
graph data. International Conference on Knowledge Discovery and Data Mining, KDD, pages
2847-2856, 2018.

13



	Introduction
	Robust aggregation functions for graph neural networks
	Robustness analysis
	Instantiating the Soft Medoid for graph neural networks
	Experimental evaluation
	Setup
	The temperature hyperparameter
	Empirical robustness
	Certified robustness

	Related work
	Conclusion
	Proof of Soft Medoid breakdown point
	Preliminaries
	Proof of Lemma 1
	Breakdown point of the Soft Medoid
	Robustness of the Weighted Soft Medoid

	Detailed experimental results
	Dataset statistics
	Randomized Smoothing
	Empirical robustness
	Certified robustness
	Structural vs. attribute robustness
	Detailed comparison of certification ratios


