A Differential Privacy and Generalization Analysis

A.1 Proof of Lemma 1

By applying Theorem 8 from [11] to gradient computation, we obtain Lemma 1.

Lemma 1. Letr A be an (e, §)-differentially private gradient descent algorithm with access to train-
ing set S of size n. Let wy = A(S) be the parameter generated at iteration t € [T) and &; the
empirical gradient on S. For any o > 0, B > 0, if the privacy cost of A satisfies ¢ < /13,
§ < 0B/(261n(26/0)), and sample size n > 21n(8/6) /€2, we then have

P{|gi —gi| > Go} < B, Viel[dandVte[T].

Proof Theorem 8 in [11] shows that in order to achieve generalization error 7 with probability
1 — p for an (¢, 0)-differentially private algorithm (i.e., in order to guarantee for every function ¢,
Vt € [T], we have P [|P [¢:] — Es [¢4]| > 7] < p), where P [¢;] is the population value, Eg [¢¢] is
the empirical value evaluated on S and p and 7 are any positive constant, we can set the € < {5 and

0 < W. In our context, 7 = o, 3 = p, ¢, is the gradient computation function VI{(wy, z),
P [¢+] represents the population gradient gi /G, Vi € [p], and Es [¢;] represents the sample gradient

8!/G, Vi € [p]. Thus wehaveIP’{|g§ —gﬂ /G > ’7'} <pife< F,0< 7261&?6/0).

A.2 Proof of Lemma 2

Lemma 2. SAGD with DPG-LAP (Alg. 1) is (7”T1ny§i/éﬁ, 0)-differentially private.

Proof At each iteration ¢, the algorithm is composed of two sequential parts: DPG to access the
training set S and compute g;, and parameter update based on estimated g;. We mark the DPG as
part A and the gradient descent as part /3. We first show A preserves %-differential privacy. Then
according to the post-processing property of differential privacy (Proposition 2.1 in [14]) we have
Bo Ais also St-differentially private.

The part A (DPG-Lap) uses the basic tool from differential privacy, the “Laplace Mechanism” (Def-
inition 3.3 in [14]). The Laplace Mechanism adds i.i.d. Laplace noise to each coordinate of the
output. Adding noise from Lap(c) to a query of G1/n sensitivity preserves (1 /no-differential
privacy by ( Theorem 3.6 in [14]). Over T iterations, we have T applications of a DPG-Lap. By the
advanced composition theorem (Theorem 3.20 in [14]), T" applications of a %—differentially private

algorithm is (Y201 5 Gifferentially private. So SAGD with DPG-Lap is (Y 20/22C1 5y,
differentially private.

A.3 Proof of Theorem 1

Theorem 1 Given o > 0, let g1, ..., g be gradients computed by DPG-LAP in SAGD. Set the
number of iterations 2no? /G2 < T < n?c*/(169In(1/(0B))G?), then for t € [T), B > 0,
w>0:

P{lig — gl = Vdo(G + ) } < dB +dexp(—p) .

Proof The concentration bound is decomposed into two parts:

P{l1& — gl = VoG +m)} <P{llg — &l = Viou} +P {Jlg — gl = Vio} .

T : empirical error T5: generalization error

In the above inequality, there are two types of errors which we need to control. The first type of
error, referred to as empirical error 77, is the deviation between the differentially private estimated
gradient g; and the empirical gradient g;. The second type of error, referred to as generalization
error 15, is the deviation between the empirical gradient g; and the population gradient g;.
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The second term 75 can be bounded thorough the generalization guarantee of differential privacy.
Recall that from Lemma 1, under the condition in Theorem 3, we have for all ¢ € [T}, i € [d]:

P{lgi — &l > Go} < 5.

So that we have

P{llg — gl > VAGo} < P{llg — gill > Go} < dP{lg} — gi| > Go} <df. ()

Now we bound the second term 77. Recall that g; = g; + b, where by is a noise vector with each
coordinate drawn from Laplace noise Lap(c). In this case, we have

P{llg — &l = Viou} < P{Ibi]| = Viou} < P{|bi]w = o} < dP{Ibi| = o} = dexp(—p).

“)
The second inequality comes from ||b;| < v/d||b;||sc. The last equality comes from the property
of Laplace distribution. Combine (3) and (4), we complete the proof. O

A.4 Proof of Lemma 3
Lemma 3. SAGD with DPG-SPARSE (Alg. 2) is (VL0251 5y difterentially private.

Proof At each iteration ¢, the algorithm is composed of two sequential parts: DPG-Sparse (part A)
and parameter update based on estimated g; (part B). We first show A preserves 26(’;1 -differential
privacy. Then according to the post-processing property of differential privacy (Proposition 2.1
in [14]) we have B o A is also %—dlfferentlally private.

The part A (DPG-Sparse) is a composition of basic tools from differential privacy, the “Sparse Vec-
tor Algorithm” (Algorithm 2 in [14]) and the “Laplace Mechanism” (Definition 3.3 in [14]). In
our setting, the sparse vector algorithm takes as input a sequence of T sensitivity G /n queries,
and for each query, attempts to determine whether the value of the query, evaluated on the private
dataset .57, is above a fixed threshold v + 7 or below it. In our instantiation, the S; is the private
data set, and each function corresponds to the gradient computation function g; which is of sen-
sitivity Gy /n. By the privacy guarantee of the sparse vector algorithm, the sparse vector portion
of SAGD satisfies G; /no-differential privacy. The Laplace mechanism portion of SAGD satisfies
G /no-differential privacy by ( Theorem 3.6 in [14]). Finally, the composition of two mechanisms
satisfies %—differential privacy. For the sparse vector technique, only the query that fails the val-
idation, corresponding to the ‘above threshold’, release the privacy of private dataset S; and pays
a 2G1 privacy cost. Over all the iterations 7', We have C; queries fail the Validation Thus, by

the advanced composition theorem (Theorem 3.20 in [14]), C applications of a dlfferentlally

private algorithm is (7@535)2& d)-differentially private. Therefore, SAGD with DPG-Sparse
s (\/c In(2/3)2G4 6)

no

-differentially private. O

A.5 Proof of Theorem 3:

Theorem 3 Given o > 0, let g1, ..., g1 be the gradients computed by DPG-SPARSE in SAGD.
With a budget no? /(2G?) < Cy < n20* /(676 In(1/(03))G?), thenfort € [T), > 0, u > 0:

P{”gt — g > Vdo(1 +M)} < dB + dexp(—u) .

Proof The concentration bound can be decomposed into two parts:

P{lg — gl = Vot + )} < P{lg — goall = Vdou} +P{|lge,. — il = Vo },

T : empirical error T>: generalization error
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which yields
P{lge.c —gill = Vo } <P{lgo—gillw >0} <dP{lgl,, —gil =0} <dB. ()

Now we bound the second term 77 by considering two cases, by depending on whether DPG-3
answers the query g; by returning g; = g, + + v; or by returning g; = g, +. In the first case, we
have

18 — syl = [Vl
and

P{l1g — &ortll = Vou} = P{|Ivill > Vdop} < dexp(—p).

The last inequality comes from the ||v,|| < v/d||v;||o and properties of the Laplace distribution.

In the second case, we have

18t — &5y tll = 1852t — &y tll < Y]+ |7]

and

P{Hgt =&l > \/gau} =P {|7| + 7| > \/Eau}
SP{WI > 2%&;”} +P {IT > 2\/&@}
=2 exp(—Vdu/6).
Combining these two cases, we have
P Ll — ool > Vo) <max [B{ vl > Viou} B {1l + |7l > Vo) }
< max {deXP(—uL 2exp(—\/ﬁu/6)}
=dexp(—p). (6)

We complete the proof by combining (5) and (6).

B Non-asymptotic Convergence analysis

In this section, we present the proofs for Theorems 2, 4 , 5.

B.1 Proof of Theorem 2 and Theorem 4

The proof of Theorem 2 consists of two parts: We first prove that the convergence rate of a gradient-
based iterative algorithm is related to the gradient concentration error « and its iteration time 7.
Then we combine the concentration error o achieved by SAGD with DPG-Lap in Theorem 1 with
the first part to complete the proof of Theorem 2. To simplify the analysis, we first use o and £ to
denote the generalization error v/do (G + p) and probability df + d exp(—p) in Theorem 1 in the
following analysis. The details are presented in the following theorem.

Theorem 6 Let g1, ..., g7 be the noisy gradients generated in Algorithm 1 through DPG oracle
over T iterations. Then, for every t € [T, &; satisfies

P{llg: — gl = o} <&,

where the values of « and & are given in Section A.

With the guarantee of Theorem 6, we have the next theorem which shows the convergence of SAGD.
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Theorem 7 Let ; = 1. Further more assume that v, 3 and 1 are chosen such that the following

conditions satisfied: n < 57. Under the Assumption Al and A2, the Algorithm 1 with T

iterations, ¢¢(g1,...,8t) = & and vy = (1—62)227 LBy ‘g2 achieves:
fwi) = f* 304)

] mm ||Vf(act)H2 (G+v) x ( +

7
..... nT 4v @

with probability at least 1 — TE.

We can now tackle the proof of our result stated in Theorem 7.

Proof Using the update rule of RMSprop, we have ¢:(81,...,8:) = & and ¥ (81,...,8:) =
(1-52) 22:1 B7'g2. Thus, we can rewrite the update of Algorithm 1 as:

Wiy =Wy — 8/ (v/Ve +v) and vy = (1 =) Zﬁt gl

Let Ay = g; — g;, we obtain:
f(Wei1)

L
<f(we) + (8, Wir1 — W) + 3 Wi — wel|”

_ L77t2 gt 2
=)~ G/ (VT + ) gt | B
_ g+ Ay L77,52 g+ Ay 2
=f(we) —m <gt7 Ny V> + 5 ety

<f(we) - <gt’f+u> <gt’f+v>+ g (H\FH HW“2>
= f(w,) ntz\/»w Z\fJFV "t2<zd; \/Etlru +Z;\/£7A:]j’/2>
wond g3 B (s S )

B

Given the parameter setting from the theorem, we see the following condition hold:

Ime 1
v — 4
Then we obtain
d 2 2
n [gt}i 3n [At]i
w < jlwg) —— = — -
o) < ftw) = 3Bl ST S0

< flwi) = IIgtH2+*HAtH2

G+

The second inequality follows from the fact that 0 < vi < G2. Using the telescoping sum and
rearranging the inequality, we obtain

T
3n
2< * it A 2.
GHZHgtH fon) =1+ SN
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Multiplying with G+” on both sides and with the guarantee in Theorem 1 that ||A;|| < « with

probability at least 1 — &, we obtain

win, g < G +0) x (MOS0 300

t=1

with probability at least 1 — T'€. O

We now present the proof of our Theorem 2.

Theorem 2 Given training set S of size n, for v > 0, if 5, = nwithn < v/(2L), ¢ = 1/n'/3,
iteration number T = n*?/ (169G3(Ind + 7lnn/3)), p = In(1/B) and B = 1/(dn®/?),
then SAGD with DPG-LAP algorithm yields:

2 n 1) — * d n,
i, V£ (wo)| §0<’W)+O< i/f) 7

1<t<T

with probability at least 1 — O (1/(pp,an)).

Proof First consider the gradient concentration bound achieved by SAGD (Theorem 1 and Theo-

2 nog*
rem 3) that if W,

we have

P{I\gt — gl > Vdo (G + M)} < df + dexp(—p), Vt e [T).
Then bring the setting in Theorem 2 that o = 1/n'/3, let = In(1/8) and 8 = 1/(dn°/3), we have
& — gl <d(1+Ind+ = lnn) /nQ/3

with probability at least 1 — 1/n°/3, when we set T = n2/3/ (169G3(Ind + % Inn)).

Connect this result with Theorem 7, so that we have a? = d(1+1Ind+3 Inn)?/n?/% and £ = 1/n°/3.
Bring the value o2, £ and T’ = n?/3/ (169G}(Ind + % Inn)) into (7), with p, 4 = O (Inn + Ind),

we have
_ f* do?
i 97w < 0 (2400 f>)+o<gg>,

with probability at least 1 — O (

pnldn) which concludes the proof. O

Theorem 4 Given training set S of size n, for v > 0, if n; = n which are chosen with n <
v/(2L), noise level ¢ = 1/n*/3, and iteration number T = n?/3/ (676G3(Ind + Zlnn)),
then SAGD with DPG-SPARSE algorithm yields:

min |Vf(wt)||2<0<p"vd(f(wl)_f*))+0<dpn’d> 7

1<E<T n2/3 n2/3

with probability at least 1 — O (1/(pp,.an)).

Proof The proof of Theorem 4 follows the proof of Theorem 2 by considering the case Cs =T. [
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B.2 Proof of Theorem 5

Theorem 5 Consider the mini-batch SAGD with DPG-LAP. Given S of size n, with
v > 0, 5 = n < v/(2L), noise level o = 1/(mn)'/S, and epoch T =
m*/3/ (n?/3169G3(Ind + 21nn)), then:

_min_ ||Vf(wt)|2§o(fwﬁf(vvl)—1”))+0< dpi 4 ) 7

(mn)1/3 (mn)t/3

,,,,,

with probability at least 1 — O (1/(pp.an)).

Proof When mini-batch SAGD calls DPG to access each batch s, with size m for T' times, we
have mini-batch SAGD preserves (7%2/6)&, J)
consider the gradient concentration bound achieved by DPG-Lap (Theorem 1) that if 2’”" <T<

m204
1691n(1/(cB))G3’

-deferential privacy for each batch s;. Now

we have

P{lg — gl > Vio(G+ )} < df +dexp(~p), Vie [1].

Then bring the setting in Theorem 5 that ¢ = 1/(nm)/%, let u = In(1/8) and 8 = 1/(dn®/?), we
have

& — gell* < d(1+1nd + glnn)2/n2/37
with probability at least 1 — 1/n5/3, when we set epoch T = m4/3/ (n2/3169G% (lnd i gln n))

Connect this result with Theorem 7, so that we have o®> = d(1 + Ind + 21Inn)?/(mn)'/3

and ¢ = 1/n°3. Bring the value o, ¢ and total iteration number to be T x n/m with
T = (mn)'/3/ (169G3(Ind + % Inn)) into (7), with p,, ¢ = O (Inn + Ind), we have

* do?
in (95w < 0 (2240 f)>+0<(mi%>’

with probability at least 1 — O ( 1 ) Here we complete the proof. [

Pn,dm
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