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A Basic Definitions and the Extension Lemma

A.1 Basic Definitions

A similar notion to e-differential privacy (Definition 1.1) is the notion of (e, §)-differential privacy.

Definition A.1. A randomized algorithm A is (g, 0)-differential private if for all subsets S € F of
the output measurable space (Q, F) and n-tuples of samples X1, Xo € R™ it holds

P(A(X)) € 8) < 2t (X0 X2)p(A(X,) € §) + 6. (A1)

It is rather straightforward that (e, 0)-differential privacy is a weaker notion to e-differential privacy,
in the sense that for any £, > 0 any e-differentially private algorithm is also an (e, J)-differentially
private algorithm.

Of importance to us in the design of the algorithm desicred in the main body of this work is the notion
of the left (empirical) median of an n-tuple of samples.

Definition A.2. For x = (x1,...,2,) € R", we denote by x(yy, .. ., T(y,) the reordered coordinates
of x in nondecreasing order, i.e. 1r<n.i£1 ri=20) <. S Xy = nax ;. We let { = |n/2] and

m(z) = () be the empirical (left)_m_edian of .

A.2 On the Extension Lemma

In this section we provide more details on the Extension Lemma as stated in Proposition 2.1. We
repeated it for convenience.

Proposition A.3 ("The Extension Lemma" Proposition 2.1, [BCSZ18a]). Let A be an e-differentially
private algorithm designed for input from H C R™ with arbitrary output measure space (), F).
Then there exists a randomized algorithm A defined on the whole input space R™ with the same

output space which is 2e-differentially private and satisfies that for every X € H, A(X) 4 A(X).

Albeit the generality of the result, as mentioned in the conclusion of [BCSZ18a], the Extension
Lemma does not provide any guarantee that the extension of the algorithm A can be made in a
computationally efficient way. In this work, as described in the main body of the paper, we show
that the Extension Lemma is applicable in the context of median estimation, and furthermore the
extension can be implemented in polynomial time. Hence, naturally, to perform this extension in a
computationally efficient way we don’t use the Extension Lemma as a “blackbox” but rather need
to use the specific structure of the extended private algorithm, by digging into the proof of it in
[BCSZ18a, Proposition 2.1.].

The density of the extended algorithm - general For simplicity, we present the density of the
extended algorithm under certain assumptions that will be correct in the context of our work. As
everywhere in this paper, let us first focus on the case the input space is M = R"™ equipped with
the Hamming distance and the output space is the real line equipped with the Lebesgue measure.

Furthermore let us assume also that for any X € H the randomised restricted algorithm /l(X )
follows a real-valued continuous distribution with a density f A(X) with respect to the Lebesque

measure, given by Equation (3.4). We repeat here the definitions for convenience;

Ln

1 € 3 o
fax)(w) = Eexp (—4m1n{30 [m(X) — w| ,Lrn}) yw€T:=[-R—4Cr,R+ 4Cr]

(A.2)
where the normalizing constant is

. e . ILn
Z = /Iexp (—4 min {30 |m(X) — w| ,Lrn}) dw. (A.3)
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As claimed in Section 3.3 the normalizing constant Z does not have an index X because the right
hand side of (A.3) takes the same value for any X € H. This follows by the following Lemma.

Lemma A.4. Suppose C > 1/2. Then for any X € H,

e . [Ln e . [Ln
/Iexp <—4 min {30 [m(X) — w| ,Lrn}) dw = /Iexp (—4 min {30 |w] ,Lrn}) dw.

Then from the proof of the Extension Lemma [Section 4, [BCSZ18a]] we have that the “extended”
e-differentially private algorithm A on input X € R™ admits also a density given by

1
fax)(w) = 7 XilnefH {exp (ZdH(X7 X’)) fA(X,)(w)] ,weR (A4)

where

Zx ::/in;gH [(idH(X,X/)) fA(X),(w)] dw.

For reasons of completeness we state the corollary of the Extension Lemma that establishes that in
our setting the algorithm A satisfies the desired properties of the Extension Lemma.
Proposition A.5. Under the above assumptions, the algorithm A is e-differentially private and for

every X' € H, AX') £ AX").

We also include the proof of the Proposition in the following section, which essentially follows the
proof of the Extension Lemma [BCSZ18a, Proposition 2.1.] adapted to our case.

As a technical remark note that for the density in equation (A.4) to be well-defined we require that
for every X € R" the “unnormalized” density function

Gx(w) = inf [exp (gdH(X, X’)) fA(X,)(w)} LweR (A.5)

is integrable and has a finite integral as well. Both conditions follows by the following Lemma, which
establishes - among other properties - that GG x is a continuous function almost everywhere and has a
finite integral.

Lemma A.6. Suppose the above assumptions hold and fix X € R". Then,
e Gx(w)=0forallw ¢T =[-R—4Cr, R+ 4Cr]

eLn
1202’

o Gx is R-Lipschitz on T with Lipschitz constant R = e % where Z is given in (A.3).

Furthermore, it holds 0 < fweR Gx(w)dw < 1.

Plugging in now the densities of the restricted algorithm (Equations (A.2)) to the general extended
algorithm (Equations (A.6)) and finally using also that according to Lemma A.4 the normalizing
constant for the restricted algoriths is independent of X’ € #H, we have

Ln

1
fax)(w) = Z—Xexp (}g/rlefﬂ [;dH(X,X’) - imin{?)c Im(X') — w| ,Lrn}}) ,  (A6)

where w € [-R — 4Cr, R 4+ 4Cr] and Zx is the appropriate normalizing constant.

A.3 Proof of Proposition A.5

We start with using the [BCSZ18a, Lemma 4.1.] applied in our setting, which gives the following
Lemma.

Lemma A.7. Let A’ be a real-valued randomized algorithm designed for input from H' C R™.
Suppose that for any X € H', A'(X) admits a density function with respect to the Lebesque measure
Jar(x)- Then the following are equivalent

(1) A’ is e-differentially private on H.;
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(2) Forany X, X' €¢ H
Farx (@) < et fa o (), (A7)
almost surely with respect to the Lebesque measure.

We now proceed with the proof of Proposition A.S5.

Proof of Proposition A.5. We first prove that A is e-differentially private over all pairs of input from
R™. Using Lemma A.7 it suffices to prove that for any X1, Xo € H,

fax,)(w) <exp(edu (X1, X2)) facx,) (W),
almost surely with respect to the Lebesque measure. We establish it in particular for every w € R.
Notice that if w ¢ Z, both sides are zero from Lemma A.6. Hence let us assume w € Z. Let
X5, Xy € R”. Using triangle inequality we obtain for every w € Z,

inf [exp (%dH(Xl,X’)) fA(X')(W)} < inf [exp (% [di (X1, X2) + dH(X27X/)]> fA(X,)(w)}

X'eH T X'eH
= oxp (5du(X1,X2)) it [exp (5du(X, X)) Faoen@)]

which implies that for any X7, X5 € M,

Zx, = /QXi'I»lefH [exp (%d(Xl,X’)) fA(X,)(w)} dw

exp (gd(Xl,Xg)) /QXi’nefH [exp (%d(XQ,X/>) fA(X,)(w)} dw

= exp (%d(xl,xz)) Zy,.

Therefore using the above two inequalities we obtain that for any X7, X5 € R” andw € Z,
1

fatxo(@) = 7= nf, [exp (Sdu(X0, X)) L @)
1

<
- exp (—%dH(XQ’Xl)) ZX2

; v, L o (G (X2, X)) L0 @)

= exp (edy (X1, X2)) fa(x,) (W),
as we wanted.

nf
'eH

IN

exp (gdH(Xl,X2)) Xl}gH [GXP (gd(Xz,X/)) fA(Xf)(W)]

— exp (5 d(X1, X))

Now we prove that for every X € H, A(X) L A(X). Consider an arbitrary X € . We know that
A is £ /2-differentially private which based on Lemma A.7 implies that for any X, X’ € H
€
fA(X)(W) < exp (gdH(X’ X/)) fj\(x/)(w)a (A.8)

almost surely with respect to the Lebesque measure. Observing that the above inequality holds almost
surely as equality if X’ = X we obtain that for any X € H it holds

Faco@) = inf [exp (Sdu(X, X)) f400)@)]

almost surely with respect to the Lebesque measure. Using that f A(X) is a probability density
function we conclude that in this case

Therefore 1
— ; / R
Fago(w) = T Jnf [exp (edu (X, X")) fA(X,)(w)} ,
almost surely with respect to the Lebesque measure and hence
FacyWw) = faco (),

almost surely with respect to the Lebesque measure. This suffices to conclude that /l(X ) 2 A(X)
as needed.

The proof of Proposition A.5 is complete. O
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A.4 Omitted Proofs

Proof of Lemma A.4. Since X = 0 € H and the left hand side for X = 0 evaluates to the right hand
side, it suffices to show that the left hand side does not depend on the value of m(X).

By denoting Z — m(X) := [-R — 4Cr — m(X), R 4+ 4Cr — m(X)] we have

e . [Ln e . [Ln
/Iexp (—4 min {30 |m(X) — w| ,Lrn}) dw = /I_m(X) exp (—4 min {30 |w] ,Lrn}) dw

eLn €
= exp | —=—— |w| | dw + exp (—fLrn) dw.
(T—m(X))n{|w|<3Cr} 43C (T—m(X))N{|w|>3Cr} 4

Now since X € H we have m(X) € [-R — r/2,R + r/2]. Hence, using C' > 1/2 we have
[-3C7r,3Cr] € Z —m(X). Therefore the last summation of integrals simplifies to

elLn €
- d I|—6C ——L d
/w|<3Cr exp ( 130 |w> w+ (|Z] ) exp ( 1 Tn) w,

which does not depends on X as we wanted. O

Proof of Lemma A.6. First notice that if w ¢ Z, from (3.4) for any X' € H, fA(X,)(w) = 0.
Therefore indeed

0= faco(@) < exp (5du(X, X)) fa00(w) = 0.

We prove now that for all X’ € 7, the function exp (5dg (X, X’)) [ A(x(w) is R-Lipschitz on
Z. The claim then follows by the elementary real analysis fact that the pointwise infimum over an
arbitrary family of R-Lipschitz functions is an R-Lipschitz function.

Now recall that for all a,b > 0 by elementary calculus, [e=® — e~?| < |a — b|. Hence, for fixed
X' € H, using the definition of the density in equation (A.2), we have for any w,w’ € Z,

ILn

Facen®) = Laen@)] £ 5 min {52 1m(x) = ol rny — min §

Ln

X) =W, L
6 m(xX) =, L |

Now combining with Property B.0.1 we conclude

Ln eLn
i (W) = Fien(w <8Amin{w—w’,Lrn} < w — W
| aceny W) = Facey (W)l < 4Z| SC| | | < 1QCZ| |

In particular, exp (5dm (X, X')) f4x) (@) is R = €% 2 -Lipschitz since exp (5du (X, X'))

is a constant independent of w with exp ($di (X, X’)) < exp(). The proof of the Lipschitz
continuity is complete. The final part follows from the fact that GG is non-negative by definition and
again by definition for arbitrary fixed X’ € H, f A(x7) integrates to one and upper bounds pointwise
the function G x.

O

B Proofs for Section 3.3: The Rate-Optimal Algorithm

B.1 An auxiliary property

The following elementary property is important in what follows, which appeared as Lemma 9.2. in
[BCSZ18b].

Property B.0.1. For any a,b > 0 the function f : R — R, with f(x) = min{a|z|, b}, forall z € R,
satisfies the triangle inequality, f(x +y) < f(x) + f(y) forall z,y € R.
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B.2 Proof of Lemma 3.2
Proof. We assume k := dy (X,Y) > 1 as if it equals zero the Lemma follows.

= {xl,xg,...,mel,...,Cn_H}

= {yla Y2, Yk, 017 cee )CTL—K}
we assume that the common part is sorted in an increasing order, i.e. itholds C7 < ... < C,_.

X
Consider two data-sets {Y € H. Without loss of generality

Notice that the left median of data-set can be altered by the addition of M’ new points only to
some point among the | M’/2] + 1 points on the right and the | M’ /2] 4 1 points on the left of it.
Hence the interval [CL%J ,m(X)]U [m(X), CL%J] (respectively the interval [CL%J ,m(Y)] U
[m(Y),C ey ]) there can be at most | 5 | + 1 points of the data-set X (respectively of the data-set
Y).

Therefore, leveraging the definition of sensitivity set, we have that

C
C nox | < 1
m(X) = Cpage | < (L5 ]+ 1)1
and
C
Im(Y) = Clux | < (L oy +1)Ln
which implies by the triangle inequality
C C
_ < -
m(X) = m(Y)| < (23] +2) 7 <3n .
O
B.3 Proof of Lemma 3.3
Proof. Using Lemma 3.2 we have forany X,Y € H,
L
min {3g Im(X) — m(Y)| ,Lrn} <dy(X,Y). (B.1)

We will firstly analyze the non-normalized ratio corresponding to two data-sets X, Y:

ZXfA(x)(Q) _exp (% min {% |m(X) — ¢| ,Lrn})

Zy fipy(@)  exp (=5 min {£2|m(Y) — q|,Lrn})
L
exp (Z min {3(? [m(X) —m(Y)] 7L7“n}> Property B.0.1

< exp (idH(X, Y)) Equation (B.1)

IN

Furthermore for the ratio of the two normalizing constants we have

e . [Ln
Zy /Iexp (4 mln{3c Im(Y) — ¢ ,L?"TL}) dg
exp ( —— min m ql,Lrn ;) dq
[ exp (=S min { 37 m(¥) — g
/Iexp (—imin{éjc |m(Y )—q|,Lrn}) dg

mln{ |m(X) — m(Y)\,Lrn}

€
/exp 1 + dq
z min L” 2 |m(Y) —q|, Lrn}

= exp (Z min {gg |m(X) —m(Y)] ,Lrn})
< exp (%dH(X, Y)) Equation (B.1)

Property B.0.1
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Combining the two final inequalities above we conclude

Faco(@) < exp (5du(X,Y)) far)(0), Ya € T

The proof is complete.

B.4 Proof of Lemma 3.4

Lemma 3.4 follows from the following more general lemma where C' > 1 is allowed to grow with n
while in the context of Lemma 3.4 is considered in the asymptotic analysis as a constant.

Lemma B.1. Suppose C > 1, possibly scaling with n, and o € (0,7), 8 € (0,1). For some

o Clog@) log (£ +1)
eLa + elLr

n =

it holds

gl(leaﬁP’HA( ) —m(X)| = a] <5,

where the probability is with respect to the randomness of the algorithm /l(X ).

Proof.

e Step 1: Observe: Since C' > 1/4 itholds R + 4Cr > R+ r. Hence, by change of variables
q=q—m(X),

Ln
Zx :/ exp (—Emln{ |m(X )—q|7Lrn}> dg
[-R—4Cr,R+4Cr] 3C

R+r c
> /o eXp(—Z min{ 3Oq,L7“n})

min{3rC,R+r} c Ln R+r c
= exp(—= -+ —=¢q)dg +/ exp(——=Lrn)dg
/0 4 30 min{3rC,R+r} 4

min{3rC,R+r} c ILn

eXP(—l ) %q)dq

vV
S—

- (1 —exp(~S - 22 min{3cr, R+T})>
_12¢ (1 — exp(— 150 min{3Cr, R + r}))>

5 (1 eco(2))

e Step 2:Now using that m(X) € [-R — /2, R + r/2] and by change of variables ¢ =
g — m(X) we have:

2R+3Cr+r c
gexp(—- min

1 3Cq, Lrn})dq

400 cLn 2R+3Cr+r c
exp(— q)dg + / exp(—=_Lrn)dg
/a 1301 30 4

12C eLn Lrsn)>

T~

— exp(—zﬁ a) + (2R +r) exp(—



Hence we conclude for all X € H

In nel eLrn

P[LAX) = m(X)| > a] <2 <1 —exp(—0 <”ECLT> )) - (exp(—igca) QR4 exp(-

From this and elementary asymptotics we conclude that for C' > 1 with

log (%) C+log (£ +1)
ol|C + L
eLa eLr

n =

it holds for all X € H, P[|A(X) — m(X)| > a] < B. Using that o < r the above sample
complexity bound simplifies to

oo 0) | e 1)

"= eLa elLr

The proof of the Lemma is complete.

B.5 Proof of Lemma 3.5

The following Lemma holds.
Lemma B.2. Let D be an admissible distribution and X = (X1, ..., X,,) consisting of i.i.d. samples
from D. Suppose C' > 5, possibly scaling with n, which satisfies 4C'e exp (—%) < 1/2. Then for

any T € [0, £5n] it holds

Ck C 2,2
o > > 11— _ [T —@(L T n)
P ﬂ E 1{X; m(X)G[O,an]}_Ii—I—l >1 O((SCeexp( 8)) +e ,
RE[T, £ n]NZ i€[n]

and

c C
P m Z H{X; —m(X) € [_TZ’O]} >k+1] >1-0 ((SCeexp (—8>))(TW + €_®(L2T2n)> ,
HE[T,QL—C’"n]ﬁZ i€[n]
We now use Lemma B.2 to prove the following more general version of Lemma 3.5 where C' > 0 is

allowed to potentially scale with n.

Lemma B.3. Ler D be an admissible distribution, 8 € (0,1), n > 3 and X = (X1,...,Xy,)
consisting of i.i.d. samples from D. Suppose C > 5, possibly scaling with n, which satisfies
4Ceexp (—%5) < 1/2. Then for some E > 0, C' = C'(C) > 0 with C'(C) = ©(%) as C grows,

c
. log & .
ifn > E+4z3 then it holds

P <3X' eEHstdy (X, X') < C’log%,m(X’) = m(X)) >1-p4.

Proof of Lemma B.3. We begin by applying Lemma B.2. First, notice that since Lr < 1/2 we can
og L og L
take F > 0 sufficiently large, so that if n > EIL§£ thenn = Q) (1 Lgrf’ ) . Hence we can choose 7' =

Clgc) log % for appropriate C’(C") > 0 with C'(C) = ©(1/C) as C grows, so that using Lemma

B.2 both the two probabilistic guarantees hold with probability at least 1 — g -0 (efe(L QTQ")) .
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Taking now sufficiently large £ > 0 with n > Elzf—g we can make sure the probabilistic guarantees
hold with probability at least 1 — 5. Combining the above, with probability at least 1 — 3 the following
event holds: for all x € [T, £2n] N Z,

’2C
> X, —-m(X) € [—%70}}2ﬁ+1 (B.2)
i€[n]
and
> X, -m(X) € [—%,o]}zmﬂ. (B.3)
i€[n]

In words, all but, the closest to m(X), T = % log % intervals on the left of m(X), and all but,

the closest to m(X), T = Céc) log % interval on the right of m(X), satisfy their corresponding

constraints described in the typical set H.

Now let us consider a data-set X for which (B.2) and (B.3) hold. We show that given these events one
can construct an X’ € H satisfying the conditions described in the event considered in Lemma B.3.
First recall that as T' < f—gn since Lr < 1/2 and C' > 5, it necessarily holds T' < n/40. Since we
assume n > 3itholds 7' < n/2 — 2. Now, as there are at least n/2 — 2 points on the left of m(X) and
n/2 — 2 points on the right of m(X') we can modify X by choosing arbitrary 7" points on the right of
m(X) and arbitrary T points on the left of m(X') and change all their position to m(X). Notice that
such a change produces a new data-set X’ which has Hamming distance 27" = C’(C') log % with X

and has the same median with X, m(X) = m(X’).

Notice that as we moved points closer to the median, all satisfied constraint from H by the data-set
X according to (B.2) and (B.3) continue to be satisfied from X’. On top of this, since at least 2T
points of X’ take now exactly the value of the left empirical median, the data-set X’ necessarily
satisfies also the, potentially violated by X, constraints corresponding to the 7" intervals on the left of
m(X’) = m(X) and the T intervals on the right of m(X’) = m(X). We conclude that X’ satisfies
all the constraints described in  and therefore, X’ € H, which completes the proof. O

For the rest part we focus on proving Lemma 3.5.

Proof of Lemma B.2. We start by noticing that by identical reasoning as the derivation of inequality
(14) of [BA19] in the proof of Lemma 3 in [BA19] we have fort = /2 € [0, ]

P (|m(X) — m(D)| > r/2) < 2 "ET/8, (B.4)

No we focus on proving the first out of the two probabilistic guarantee,

P ﬂ Z 1{X; —m(X) €0, %]} >k+1|>1-0 <(806 exp <_(é))fﬂ + e_e(LZTQ")) ,

RG[T,QL—Crn]ﬂZ i€[n]

as the second follows naturally by the symmetric argument around zero. We make the following three
observations.

First, observe that generating i.i.d. samples from D and then determining the left empirical median
m(X) based on the realization of X1, ..., X,, is equal in law with first sampling the place of the left
empirical median m(X) based on its distribution and sampling uniformly at random an X; so that
X; = m(X) and then generating [251] — 1(n is even) i.i.d. samples from D conditional to be on

the left of m(X) and generating [ 2517 i.i.d. samples from D conditional to be on the right of m(X).
To model the underlying the randomness we can define for each ¢, the trinary random variables where
C; = —1if the sample ¢ is chosen to be on the left of m(X), C; = 0 if the sample equals m(X) and

C; = 1 if they are chosen to be on the right.

Second, using the fact that D has density lower bounded by L in [m(D) — r, m(D) + ], observe
that our distribution D can be decomposed as a mixture,
rL

D= %Unif[m(l)) —7r,m(D) +r] + (1 - 2) D’ (B.5)
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for some other probability measure D’ on the reals. Now using the first observation, we first sample the
position of m(X) and describe the sampling of X; as follows. If C; = 0 we simply set X; = m(X).
For the other two cases, we assume C; = 1 as the other case is symmetric. If m(X) —m(D) > r

then we sample from the distribution (1 — ZZ) D’ conditional on being on the right of m(X). If

m(X) — m(D) < r then we first flip a coin B; 2 Bernoulli(“£) and with probability “Z (that is

when B; = 1) we sample from Unif[m(D) — r,m(D) + r| conditional on being on the right of

m(X) and with probability 1 — “ (that is when B; = 0) we sample from some distribution D’

conditional on being on the right of m (X).

Third, observe that the event of interest becomes less probable when we restrict ourselves to only a
subset of the n samples. Hence, since we want to prove a lower bound on the probability of the event
we can restrict ourselves to an arbitrary subset.

Now, using (B.4) by neglecting an event of probability 2e—nL*r?/8 < ¢=O(L**n) from now on we
condition on |m(X) — m| < r/2. Now using the three observations above, we restrict ourselves
only on the ny < n samples that satisfy B; = C; = 1, that is they are samples from Unif[m(D) —
r,m(D) + r| conditional on being on the right of m(X). We denote these samples by X7, ..., X,,
for simplicity. Notice that Unif[m(D) — r, m(D) + r] conditional on being on the right of m(X) is
just distributed as Unif[m(X), m(D) + r|. Hence, conditioning on the value of n, the density of

the conditional distribution of each X7, ..., X,,, given the m(X) can be straightforwardly check to
satisfy

2 2

o < Ix (), [m(X) = m(D)] < 1/2) < J,u € [m(X),m(D) +1]. (B6)

Combining the above, to prove our result it suffices to prove

P N Y X - mx) e, %1} >k+1]|>1-0 ((SCe exp (-Z)))m + e@(L2T2”)> .

nG[T,%n]ﬁZ i€[n1]

Since m(X) = X, for some 7 by definition of the left empirical median, it suffices to prove that for

Ty = (m(X),m(X)Jr%Z], k= [T, [T] +1,...,L2L—énj —1

and sequence of events

A= {3 X € de} >}, 5= (T],[T1+1,...,L%nj_1

i€[n1]
it holds
FEn]—1
Pl (] Asflm(X)-m(D)<r/2|>1-0 ((8Ceexp <§>))m + 6@(L2T2”)>).
k=[T]

Using a union bound it suffices to show

%”J_l rk—1
Yo P4 () Alm(X) —m(D)| < r/2 §O<(8C’eexp (-Z)))fT1+e—®(L2r2n)>.
r=[T] s=[T]

Observe that as we are conditioning on [m(X) — m(D)| < r/2 for all « of interest
J C [m(D) — r,m(D) + r].

Hence using (B.6) we have that, conditioned on n1, for each i € [nq] and k,

P (Xi € Jalm(X), [m(X) = m(D)] < 1/2) € [zl 21Tl ®7)
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Furthermore recall that n; £ Binom (L”T_lj, %) and that it holds k < %g’ Since C' > 5 by

standard concentration inequalities, we have that with probability 1 — e=O(L 2T2”)7 it holds for all &
of interest
L
K < % < 7 < Lrn. (B.8)

In what follows we condition on the event (B.8). Suppose x = [T']. Then using (B.7) by definition
the probability of A(TW is at most the probability a sample from a binomial distribution with NV := ny

draws and probability 2|.Jr| = [ 1 is at most [T']. Now conditioning on n; and denoting the
Binomial random variable by Z we have by the additive form of the Chernoff’s inequality,

]P’( 7

m(X), |m(X) - m(D)] < r/2,n1) <P(z<[T])

(Zmeml p17)°
oy 2C1T1 (1_m)

<exp| —

Lnr Lnr

QL’”" <ny <2Lrnand T < L”T we have

Using now that we condition on (B.8) it holds

) = (D)) £ 1/2) = By [P (A . m(X) = m(D)] < /2, )|

< exp ( (30 -1)° m?)

20T

which since C' > 5 > 2 gives that

P (4| im0 - m(D)] < rf2) < exp (-1 ®.9)

8
Now for every x > [T'] notice that the event A% N ﬂ:;& A can happen if and only if & of the samples
belong in J,;_; and the rest n; — x samples belong to J:. Therefore using the above observations
k—1
P | ASN m Asim(X),Im(X) — m(D)| < r/2,n

and (B.7),

9 ni—k

<(") ( i) (1—&|JN|>

s=[T]

< (m K—l L 20k \™"

- 3Lrn
1eN" (2Ck 2(n1 — K)K
) ( ) P (C 3Lrn )

2(n1 — K)K
206 ) exp <_03_L’]“’]’L) y

ni

IN

(
<

where we used the elementary inequalities () < (2 )m 1 + 2 < €® and that by definition

ny < n.

The last displayed inequality conditioned on the event (B.8) implies
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P (Ag n ﬁl Ayfm
s=0
<E,, |(4Ce)" exp (—32
<E,, [(4Ce)" exp <—2C "21,{)]
o (-221)]

<4Ceexp ( )) (B.10)

Using (B.9) for the first term and since 4C'e exp (— %) < 1/2 a geometric summation over k > [T]
for the rest terms, we have that conditional on (B.8),

X),m(X) —m(D)| < 7'/2,711)]

ﬁ

%njfl rk—1
T 2
Z PlA.N m Ag|lm(X) —m(D)| <r/2 | <exp (—CL]> + (8Ceexp (—;))(ﬂ.
r=[T] s=[T]

Taking now into account the probability of the conditioned event we have (B.8),

%”J*l k—1
Z Pl AN ﬂ As|Im(X) —m(D)| <r/2 | <exp (C’;T]> + (8Ceexp (Zg))mW 4 eO(Lr’n)
k=[T] s=[T1]

2(8Ceexp (g)ﬂﬂ + o—©(L2r?n)

where in the last line since % > % and 8C'e > 1 under our assumptions it holds for all 7" > 0

exp <C£gﬂ) + (8Ceexp (2;))(“ < 2(8Ceexp (Z))m.

The proof is complete.

B.6 Proof of Theorem 3.6

We establish instead the following slightly more general result which does not assume that C'is a
constant, but could scale with n.

Theorem B.4. Suppose C' > 0, possibly scaling with n, is bigger than a sufficiently large constant,
€ (0,1), D is an admissible distribution and A is the e-differentially private algorithm defined
above. Then for any o € (0,r) and B € (0,1) for some

o (2 () | s (5) ey

L2a? eLa eLr

n =

it holds P wa [A(X, .., Xn) —m (D) = a] < B.

Proof. Let X = (X1, ..., Xy,) the n-tuple of i.i.d. samples from D. Let us use a parameter v € (0, 1)
which we later choose a polynomial function of 3. We consider the event

1
T, :={3X' € Hst dy (X,X') < C'log = m(X') = m(X)},
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where ¢’ = C'(C) is chosen to satisfy the conclusion of Lemma B.3. In particular it holds
C'(C) = ©(&) as C grows to infinity.

. . log L\ . log L )
Notice that since o < r for some n = O ( L02ga72> itholds n > D zi} for the D > 0 defined in

Lemma B.3. Furthermore, we can assume C' > 5 is sufficiently large such that 4Ce exp (—%) <
1/2. Hence, by applying Lemma B.3 we have
PIAX) —=m (D)= a <P[IA(X) —m (D)| > o, X € T, + P[X ¢ T,]
<P[A(X)-m(D)|>o|X € T5]+7. (B.11)
Now conditioning on X € 7, we have that there exists an X' € H with dy (X, X’) < ' log%

and m(X’) = m(X). Since the algorithm A is e-differentially private by its definition, we have that
A(X) and A(X") assigns to each output value the same probability mass up to a multiplicative factor

of esdn(X,.X') < (=C'log 5 (C'log 5 where in the last inequality we use that & < 1. Hence

P[\A(X)—m(D)\ZalXG’G]SE[ nCSXIPAX) = m(D)| 2 alX € T

!
eC log & >

[ Ny >
PIX € T,] X’EH,WILI(I)E?’():m(X)P [AX) =m(D)] 2o

6C' log%
< max PlA(X") —m (D)| > a]
1—7v X'eHm(X)=m(X)
ec/ log% N
- max P [|A(X’) —m(D)| > a} :
1—7v X'eHm(X)=m(X)
(B.12)
(B.13)
where in the last line we use that for all X’ € H, it holds A(X’ i A(X).
According to Lemma B.1 for some n = O (C lzia logE £ ) we can guarantee
«
X)| > 7} < B.14
e PIAX) —m(X)]2 5] <. (B.14)
oo(l
Using classical results we have that for some n = O (l ng(ojz)) it holds
«
P[m(X) —m (D) | > —] <~. (B.15)
oo B
Combining the (B.14) and (B.15) we have for some n = O (log( ) + Clzia ! g(az:rl)> it holds
ma; }P’[leme >a]<2. B.16
oepmax_ P[IAC) —m(D)] > o] <2 (B.16)
or, combining with (B.12),
GC/ log%
PA(X)—m(D)| =z alX € T,] < ﬁQ’Y-
or, combining with (B.11),
60/ log%
PA(X) =m(D)| = a] < el

Since C’(C') = ©(&) we can assume C' > 0 sufficiently large so that C'(C) < 3. Hence for these
og( &
values of C' some n = O ( log( ) + C’log + 1 G H)) it holds

eLa eLr

PIACY) ~m (D) 2 o] < o240,
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2
3

Choosing v appropriately of the order v = © (ﬂ ) we conclude that

log(% logl R,
n:()( g(5)+c g5+0g(a+)

L2a? eLa elr
it holds
PlA(X)—m(D)| > a] < 8.

The proof is complete.

C Proof for Section 3.4: Lower Bounds

Proof of Proposition 3.7. We argue by contradiction and consider an algorithm A satisfying the
negation of the statement of the proposition.

We first prove that

r2log(%
n:sz(gz(ﬂ)) (C.1)
«
and then
log (%)

Notice that combined the lower bounds imply

) 150) ) (k) g (5l

a2 L202 a2 L? L2a2 ’

where for the last equality we use Lr < % The last displayed equation yields the desired contradiction.

To prove C.1 notice that all uniform distributions which are supported on an interval of width 2r
inside [-R — r, R + r] are admissible. Observe now that for a uniform distribution the mean and the
median of it are identical. For this reason, 4 to satisfy the negation of our statement, it should learn
the mean of these uniform distributions of width » from n samples with accuracy a with probability

2 1
1 — 5. Standard learning theory implies that it should hold n = Q (W) .

‘We now turn to C.2. Notice that if Lr = % the lower bound on n is trivial. Hence, to establish C.2,
we focus on the case where Lr < 3.

Recall the standard fact that learning the parameter p of a Bernoulli random variable Bernoulli (p) at

1
accuracy y > 0 with probability 1 — /3 requires {2 (logv(f)> samples.
We know fix p. We construct the admissible distribution D which assigns probability mass (1 —
2Lr)(1 — p) at —2r, probability mass (1 — 2Lr)p at 2r and with probability 2Lr samples from
the uniform distribution on [—7, r]. It can be easily checked that D is admissible with the assumed
parameters and median p (% — 2r) +r— ﬁ In particular, learning the median at accuracy « is

equivalent with learning the parameter p at accuracy « 1f2LLr which from our assumption on Lr < %

is© ((1 — 2L7")*1La) . Furthermore, notice that for learning the parameter p using the samples from
D one needs to focus only the samples from which are equal to either 27 or —2r. Therefore the task
of learning the median of D with n samples at accuracy «, reduces to learning the parameter p of a
Bernoulli(p) distribution with N; = Binom(n, 1 —2Lr) samples at accuracy © ((1 — 2Lr) "' La) .
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Using the standard fact mentioned above and this equivalence, we have that conditional on the event,
call it &, g(D), that we can learn the median of D with n samples at accuracy « it holds

o)

5z (1 —2Lr)°

Now recall that we assume that .4 can learn the median of D with n samples at accuracy « holds
with probability at least 1 — 8. Hence P (€,,3(D)) > 1 — 8. Combined with the last observation of
the paragraph above, we conclude

9 (3) \ ypp
E[N1] > P (£a,5(D)) E[N1[€a5(D)] = (1 = B)Q | —5757(1 — 2Lr)

Using that E[N] = (1 — 2Lr)n and that 8 € (0, ) we have

(1-2Lr)n=0Q IOLQSZ)

(1—2Lr)?

1
Using that Lr < 3 we have n = <10Lg2(0f§) (1- 2Lr)) . The proof is complete.
O

Proof of Proposition 3.8. We argue by contradiction and consider an algorithm A satisfying the
negation of our statement. Since R > 2a, for n > 0 sufficiently small it holds 2a + 7 < R. We
consider a D; which assigns mass % — Lr to —r — R, mass % — Lr to r + R and with probability
2Lr samples from the uniform distribution on [—r,7] and a Dy which assigns mass % — Lr to
—r — R, mass % — Lr to r + R and with probability 2Lr samples from the uniform distribution on

[-7 + 2a+ 1,7 + 2a + n]. Note that they are both admissible with the desired parameters and it
also holds m(D;) = 0, m(Ds) = 2a + 1.

Using the accuracy guarantee of A and that the medians of the two distribution have distance strictly
bigger than 2q, it necessarily holds

A) = m (Do) o] <P [LAX) = m (D1)| > o] < 6.
(C.3)

The two distribution can be coupled in the following way: we first sample from D;. If it falls
in [-r 4+ 2a + n,r] we keep the sample from D; as is, and translate it by +2r if it falls into
[—7, —r 4+ 2a + 1), to form a sample from Ds. In particular, notice that by sampling two n-tuples

X, X’ € R™ of samples in an i.i.d. sense from D; and D, respectively, under this coupling the
dy (X, X') follows a Binom (n, (2« + 1) L). Hence using the definition of e-differential privacy

P y
X17X2;<~~7X711”L\‘(LD1 [

E | XX JAGX') = m (D) | < a]] <SP AX) —m (D) = al,
(C4
where the expectation is over the coupling mentioned above. Combining (C.3), (C.4) and the

assumption on the accuracy performance of A we have

E [efadH(X,X’)} < %

Using the moment generating function of the Binomial distribution we conclude

(1-L2a+n) (1—e*))" < .
1-5
og( L
which by basic asymptotics since 8 < 1/2 translates to n = €2 <51[,(ch 121)) . Since 7 > 0 can be

taken arbitrarily small, the proof of the proposition is complete.
O
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Proof of Proposition 3.9. We argue by contradiction and consider an algorithm A satisfying the
negation of our statement.

We consider the partition of the interval [- R, R] into N = 2 (g + 1) consecutive intervals of width
3acand let m;, ¢ = 1,2,..., N + 1 be the endpoints of these intervals.

Now consider /N admissible distributions D;, ¢ = 1,2, ..., N which for each ¢, assign mass % —Lr

at each of the points —2(R + r) and 2(R + r) and with probability 2Lr it draws a sample from the
uniform distribution on [m; — r, m; + r].
By assumption forall7 = 1,2,..., N it holds

]PXl,XQ,...,Xnifi/dDiHA(Xl, )(27 e 7Xn) — ml‘ S Ol] Z 1-— /8 (CS)

Now since foralli¢ = 2, ..., N+1 (i # 1) the distributions Dy, D; differ only on the interval that they
are uniform on which they fall with probability 2Lr, we can straightforwardly couple the n-tuples
X, X’ sampled in an i.i.d. fashion from Dy, D; such that dg (X, X') follows a Binom (n, 2Lr) .
Hence from the definition of e-differential privacy it holds for all: = 2,3,..., N 4+ 1

& [e—edH(X,X P [AX') = mi] < a]} <Py [AX) = mil, < a] (C.6)

where the expectation of the left hand side is under the aforementioned coupling. Now using (C.5)
and the moment generating function of the Binomial distribution, it holds for allt = 2,3,..., N + 1

1-8)(1-2Lr(1—e9))" < P g, [AX) = mi| < a

Now notice that the intervals [m; — o, m; + «, 7 = 2,3,..., N are disjoint and therefore
N+1
(1=B)N(1=2Lr(1—e%))" <P sy | U AX) —mil <a}] < 1.
=2

By standard asymptotics and as Lr < % (1—2Lr(1—e%))" =0 (e*LTS”) . Hence combining
with the last displayed inequality, it holds

(L=B)N =0 (eF").
AsfB <1/2and N = Q (£ + 1) we conclude

B log(g—i-l)
n_Q<m .

The proof is complete.

D Insights about Sample Complexity

In this short section, we analyze the asymptotic behaviour of the optimal sample complexity for
different ranges in the input parameters (L, R, r, 8) of the problem. Firstly, it is worth mentioning
the intuition behind the three terms of n.:

Cotee(3) o ee(d) e
flse = € L2a2 ©2 eLa + oo eLr

Statistical Term T Privacy Local-Term 1% Privacy Global-Term T3

Statistical Term 77 is derived by the fact that the empirical median itself admits a sub-Gaussian
error using Azuma’s concentration bound. The other two e —dependent privacy terms 75 and T3, of
a smaller order in 1/c, are the price to pay in order to apply the truncated Laplace mechanism to
the bounded-range median. Privacy Local-Term 75 is derived by the fact that any private algorithm
intrinsically can not differentiate easily local changes of order di (X, X’) = O(Lna). Privacy
Global-Term T3 is derived by the fact that any e-differentially private algorithm needs to assign at
least Q(e~£"™) probability mass in at least R/« + 1 distinct intervals in [~ R, R).

More interestingly, there exist two critical values e¢,it (@, 3, L, 7, R), aierit (8, L, 7, R) that suffice to
determine which of the three aforementioned terms is the dominant one in the sample complexity.
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log(Z +1
1. (“Privacy for free”-regime) : If ¢ > eci(a, 8, L,r, R) = Lamax< 1, M ,
log(3)r
then neyie = O(Th) = ()
log(§)r

2. (“Local changes matter’-regime) : If € < e¢ip and a > aeig (8,7, R) =

>

R
log (rlog(%))

3. (“Range of median matters”-regime) : If ¢ < e¢,5¢ and @ < age, then nge = O(T3) = @(%)

then ne. = O(Ty) = O(L)

[e%

10

Figure 2: Contour plot of ng.. The lighter colors indicate higher number of samples.

For fixed (3, L, r, R) parameters, the behavior of the sample complexity is as follows: As long as
€ > €qrit —our algorithm requires low privacy guarantees— the main bottleneck is the statistical
task of computing an accurate approximate median of the distribution. Thus the dominant term is 77 .
While our algorithm does not overstress the accuracy requirements and o > it and it becomes
highly private and € < e, the main bottleneck is the differential private task. The transition is
continuous in the asymptotic area of € = @(é) Finally when algorithm tries to be simultaneously
extremely accurate and private the sample complexity is dominated by the combined term 75.
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E The Algorithm

In this section, we will present a polynomial-time algorithm which implements efficiently the
aforementioned e-differentially private estimator .A. The algorithm A has been proven to be rate-
optimal in Theorem 3.6 which is the case the tuning parameter C' > 0 is a sufficiently large constant.
Here, we provide a sketch of our algorithm.

Algorithm 1: PRIVATEMEDIAN(X = (X1,...,X,,))

Sort X st X <...<X,.
m(X) < LEFTMEDIAN(X)
LetZ = [-R—4Cr,R+4Cr]| = [-B, B|
Let
Drestricled ~ €Xp (_% min {% ‘m(X) - w‘ ,LT’/L}) yw € 1
L
Daeneral ~ €XP (){1{1ng [(;dH(X, X’)) - Zmin {3g [m(X") — w| ,Lrn}]) ,weT
if X € H then
| m <= Sample from Dyegriciea (Case (A))
else
| m < Sample from Dgeperar (Case (B))

return m

It is easy to check that the running time of PRIVATEMEDIAN assuming a sorted data-set X depends
actually on the computational difficulty to sample from either Dregricied OF Degenerat,since the query X €
‘H can be answered with counting binary-searches in O(n log n). By inspection of the expressions
of distributions Dregtricted aNd Dieneral, the main bottleneck of the worst-case analysis is the sampling
process of Dgeneral, since it involves a challenging constrained optimization problem.

Recall that the typical set H as defined in 3.3, and in particular the PRIVATEMEDIAN algorithm, is a
function of the parameter C' > 1. The parameter C' > 1 is treated as a constant in the main body of
the present paper where we establish the optimality of the algorithm.

In Appendix E.1, we will show that even under the pessimistic model of worst-case analysis, our
mechanism runs at most in poly(n) time. The worst-case analysis below hold under arbitrary C' > 1.
On the other hand, in our average-case analysis presented in Appendix E.2 we assume that C' is
scaling logarithmically with n. We show that this sacrifices the optimality of our sample complexity
just up to a logarithmic factors and in that case our mechanism actually runs on expectation in O(n)
time.

Note:For our worst-case and average-case analysis, we will assume that there is an oracle O such
that we can always sample from Bernoulli, Uniform, Laplace, (Negative) Exponential Distribution
and their truncated versions in an interval I in O(1) time. For more details, check appendix E.3

E.1 Worst-case Time Complexity of PRIVATEMEDIAN(X = (X1,...,X,))

We start by presenting a simple random generator for Dyegyicted (Case (A)):

Lemma E.1. For a given a date-set X = (X1,---,X,,) and its median m(X), there exists a
O(1)—protocol that generates a sample from Diesricrea.

Proof. First, notice that in the case of a data-set X which belongs to the typical set , our estimator

corresponds to sampling from the “flattened-Laplacian” continuous distribution of /l(X ") as defined
in Equation (3.4).

Therefore, its implementation would correspond to a simple two-phase protocol. In the first round
we would flip an appropriately biased coin to decide between the two regions: the region where the
estimator samples proportional to the Laplacian density and the region where the estimator samples
proportional to the uniform distribution. In the second round we would simply apply conditional
sampling either from a Laplacian or a uniform distribution, depending on the outcome of the coin flip.
More specifically:
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r
|
: I left I center I right

-B m(X) —3Cr m(IX) m(X)+3Cr B

“The flattened”-Laplacian Mechanism: Dyegricied ~ €xp (— min { £ |m(X) — w|, Lrn})

Algorithm 2: Sample from D;egyricted

Let Jieft, Leenters Lright be the decomposition of Z = [— B, B] as described in the above figure
// For extreme values of C,r,m(X),
I/ either Iiest,lcenter OT Irignt may equal to &

eLn
Dcenter = /Ice“w exp (—436V |m(X) — w|> dw

€
Let Pt = exp (—ELrn> dw

Pright = exp (ffLrn) dw
Irigh( 4

Let p = Dieft + Peenter + Pright
Toss a trinary coin ¢ := {£,C, R} with probability (£, Pz, %), correspondingly.
if c outputs L then

| s < Sample from UNIFORM([] = Ijef]
if ¢ outputs C then

| s < Sample from TRUNCATEDLAPLACE[ = m(X), 0 = 2<, T = Icener]

Lne?

if c outputs R then
| s < Sample from UNIFORM[] = Iyjgp(]

return s

We continue by presenting the construction of our sample generator for Dgeperal (Case (B)). Firstly,
let’s recall the un-normalized term of Dyeneral, using the definition of f A(X) (Equation (3.6)):

UNNORMALIZED(X, w) = exp <Xian {(;dH(X, X’)) - Zmin {gg Im(X') — w| ,LrnH)
‘e

defined in [-B, B] = [-R — 4Cr, R + 4C'r].

Our main technical contribution for this part is showing that the above constrained optimization
problem can be solved in polynomial-time and then using it to obtain a polynomial-time sampler
for the desired distribution. A key observation is that UNNORMALIZED(X, w) depends only on the
possible values of the median m(X"’) and the distance dg (X, X'), for any data-set X’ € H.
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To motivate our first technical lemma let’s re-write the above optimization expression with an
equivalent form

. . € e . [ILn
UNNORMALIZED(X,w) = exp klel’l[fl] X’mef’H [(Qk) ~ 1 mln{3C 1€ — wl ,LrnH
m(X') = ¢
Ee[-R—1/2,R+1r/2|
dy(X,X') =k

Therefore, in order to discretize the optimization space over H, we use the following observation that
we presented in Lemma 4.1.

Lemma E.2 (Restated Lemma 4.1).

Let TYPICALHAMMING(X,{) = minx/cy m(x/)=c du(X,X’). Then for any data-set X,
TYPICALHAMMING (X, -) is piece-wise constant function in [—R — r/2, R + r/2] with at most
poly(n) changes. Additionally, for any £ and data-set X, TYPICALHAMMING(X, £) can be com-
puted exactly using the poly(n) *-time algorithm described in Algorithm 3.

Proof. Our proof is divided into two parts:

1. (Claim E.3) We begin the proof by presenting a simple greedy algorithm, Algorithm 3, that
outputs a data-set X’ such that it belongs to the typical set H, and its median m(X") equals
to an input value £. From all the possible choices of X’ the greedy algorithm chooses the
one that minimizes the Hamming distance from an input data-set X = (X3, Xo, ..., X,,).

2. (Claim E.4) Having established the correctness of the greedy method, we show that there
exists a partition of [-R — 7/2, R + r/2] to a collection of poly(n) disjoint subintervals
such that in every subinterval, the output of the greedy algorithm remains constant.

Claim E.3. The procedure Algorithm 3 for solving TYPICALHAMMING(X (Xl, coy X0), &) out-

puts a data-set X' satisfying the conditions that m(X') = £ and X' € H that minimizes the Hamming

distance between X, X' over all X' € H, i.e )gmr%{{dH(X X")}. Moreover TYPICALHAMMING
e

runs in O(n?) time.

Proof. Firstly, we will write down the list of the constraints that the above optimization algorithm
needs to satisfy:

3 1{E - X, € [0, +o0]} > g Median-Left Side
i€[n]
31X, — €0, +o0} > g Median-Right Side
i€[n]
Zl{f X; €0, C]}>2 k = 1-Left Side
i€ln]
Y 1{X;-¢<)o, L%]} > 2 % = 1-Right Side
i€(n]

Lnr
Zl{g X; €0, s J 1> L@JJrl k= | L2 |-Left Side
i1€[n] I
Z 1{X; - ¢ €0, 56 J 1} > nggj +1 k= [%%]-Right Side
i€(n]

*For the interested reader, both the number of changes is at most 3n? and the time complexity is O(n*), but
we will keep for simplicity the general expression poly(n) in our formal statement
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Algorithm 3: TYPICALHAMMING (X = (X3,...,X,),§)

If¢ & [-R — r/2, R+ r/2] then return Impossible
Create a copy X’ of data-set X i.e X/ X,V i€ [n]Sort X’ st X] <...< X/ and
permutation 7 : [n] — [n] with X7, = X;.
Part 1.Rebalance the data-set s.t £ is the statistical median if
(LEFTMEDIAN(X " # f) then
Let X} <& < X},
fori € [|[%2] — k| do
if £ < |5 | then
L Set X7L—'L'+1 — 5
else
| Set X/ ¢

Part 2.Rebalance the data-set to achieve concentration around &
for k€ {|5%],---,1} do

kC
Right 1- 1{X] - 0, —
bt = 3 10 < 0]
while Right > 0 do
Xz;rgmaxX’ %f
Right < x+1- > 1{X/ —£€[0 ROy
4 ¢ " Ln
i€[n]
Left ¢ r+1— Y 1{&{— X/ €0 ﬁ}}
K3 ’Ln

i€[n]
while Left > 0 do
XérgminX’ <_£
Left« rn+1— Y 1{&¢— X/ €0 ﬁ]}
¢ " Ln

i€[n]

For all i — L...,nset X] < X/ .
return dy (X, X')

Our algorithm, as described in Algorithm 3, runs based on the following greedy choice:

setting the new values to the central value &
rebalancing always firstly the further elements from &

It is easy to check using classical exchange arguments for both part (A) and part (B) that the algorithm
outputs an optimal solution. We will show that given any other, different, optimal data-set X we
can transform it to the solution of the above mechanism without increasing the Hamming Distance .

Indeed, let’s denote the list of the modifications from the set X to Xp, i.e Mp = {X,, —
Xg, 5, Xo, — X[, }. Firstly we can mention that the greedy choice of setting the new values to
the central value & is always as good as any other optimal choice, since ¢ is by definition the median
of X. This holds because ¢ is the central value for any of the interval constraints. Thus we can
transform Mo to My, = {X,, = &, -+, X,, — &}

Secondly, it is easy to check because of the nesting nature of the constraints around the median
that the greedy choice of rebalancing always firstly the further elements from £ is again always as
good as any other optimal choice. Indeed, let 7 be the list of modifications provided by our method,
Mr ={Xp, =&, , X1, — £} Indeed, if M7 and M differ in one change we can always
follow the greedy’s choice since it will satisfy at least the same number of constraints than any other
solution.
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Thus without never worsening the optimal solution, we can eliminate any differences by changing
inductively X to the solution of TYPICALHAMMING(X = (Xi,...,X,),). Finally the time
complexity of the algorithm is O(n logn) + O(n) for part (A) and O(Lnr) x O(n) = O(n?) for
part (B). O]

Claim E.4. For a given data-set X = (X1,...,X,,), there is an ordered collection of O(n?)
points P = {—R —r/2 = Py, Py, -+, Py, P41 = R+ 1/2]} such that for every open interval
I =(Pi_1,P;), it holds that :

Forany &1,& € I : TYPICALHAMMING(X, &;) = TYPICALHAMMING (X, &).

Proof. We will start by describing the set P. For each point of our data-set we create 2[%’&” +1
anchor-points. More precisely for the point X;, we set as anchor points:

L
anchors(X;) = {Xi + K x Lgn Ve € {0,1,---, L;gj}}
Let P be equal with the union of all the anchor points plus the limit points of the interval [—R —
r/2,R+1r/2]:
P = | J anchors(X;) U{-R —r/2,R+r/2}

i€[n]

It is easy to see that we need O(n?) time for its construction:

Algorithm 4: CONSTRUCTION — P(X = (X3,...,X,,))

P+« {-R—r/2,R+7r/2}
for i € [n] do
P+« X,UP

forx e {1--- L% ]} do

P+ (Xi+rx =)UP
JUP

P+ (Xi—kx =

return P

Finally, we will show that for any consecutive points of P, let p;,p;y1, the algorithm
TYPICALHAMMING(X, &) outputs the same value for any £ € (p;, pi+1)-

. ° o ——eo °

Indeed, let’s assume any & # £ such that £, & € (p;, pi+1), Where p;, p;+1 € P. Since between &, £’
we assumed that there is no point of IP, it easy to check that

H{pa <E<pp} =1{pa <& < pp} YDa,pp €P (Oblivious Property)
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By inspection of the algorithm, it follows that all the decision of the algorithm have been taken based
on the queries of the form:

Q1(8) : Z 1H{E> X} > g Q2(§) : Z 1{X; > ¢ > g
1€[n] i€[n]
Qs(k,§) :4§}I{X <§<X—§]}>m+l Q4(k,§) :Gz[]l{ﬁ<Xi<§}>n+l

More precisely the queries Q1(£), Q2(&) are used in Part(A) and Q3(&), Q4(&) in the Part (B). Addi-
tonally, it is easy to check that any query calculates sums of indicators of the form of eq. (Oblivious
Property). Therefore for any &, £’ that belong to the open interval (p;, p;+1), it holds that:

Qi(€) = TRUE < Q;(¢') = TRUE Vi € {1,2,3,4}

which implies that the output of the optimal algorithm is the same and therefore
TYPICALHAMMING(X, €) = TYPICALHAMMING(X, £') O

From the above lemma, we showed that TYPICALHAMMING( X, £) stays constant inside an open
subcover of [-R—1/2, R+1/2]. To complete our proof for Lemma E.2, we just extend the definition
also in the breakpoints P, i.e

TYPICALHAMMING(X, Py) el =[Py, P|=—R—r/2
TYPICALHAMMING(X, £oE) - £ € [, .= (P, Py)
TYPICALHAMMING(X, P;) Eel;=[P,Pl=P
TYPICALHAMMING(X,, €) = { TYPICALHAMMING(X, P52) - ¢ € Iy == (P, P)
TYPICALHAMMING(X, P5) Eel; =Py P) =P
TYPICALHAMMING(X, Po(n2)) € € Iom2) = [Pom?), Pom2y)] = R+1/2

TypicALHAMMING(X, &) =4 3 2 2 1 1 2 2 2 3 3 5 6
::(: ):Jf:izizizizizizizizioizizio_

Figure 3: For illustrative purpose, we present a “possible” representative sketch of the decomposition
of our interval T = [— B, B] based on TYPICALHAMMING(X, &)

O

Remark E.5. One can establish more results on the structure of TYPICALHAMMING than the
one presented in Lemma E.2; for example TYPICALHAMMING can be proven to be left or right
semi-continuous depending on the position of the left empirical median m(X), implying an addi-
tional structure on the intervals where it is of constant value. For example, for the simple case of
H=2Z"and X = {1,2,3,4,5} TYPICALHAMMING is constant in [1,2)[2,3),[3, 3], (3,4], (4, 5].
Nevertheless, in order to avozd the complexity of the description of the rules of the continuity in the
more complex typical set H that we examine in our work, we just included in the proof of Lemma E.2
separately all the breakpoints as separated intervals where the TYPICALHAMMING is trivially of
constant value.

An immediate consequence of Lemma E.2 is that the following definition is well-defined.

Definition E.6. For any data-set X, there is a partition of [-R — r/2, R + r/2] to a collection 1 of
poly(n) consecutive intervals, 1 = {11, - - , o1y (n) } for which we denote

TYPICALHAMMING(X, I) := TYPICALHAMMING(X, ),

for arbitrary € € I.

We also define the following object.
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Definition E.7. For each k € [n], let us define 1), the union of the intervals I where
TYPICALHAMMING (X, I) = k:

I, = U I
I€l,TYPICALHAMMING (X ,I)=k

Additionally, let us define the limit points &, ing, {k sup such that TYPICALHAMMING(X, I) = k:

Ekint = Left-endpoint(ly) = inf &, & qup = right-endpoint(ly) = sup§
£€ly ey,

Notice that for every k € [n] we can compute in O(n*) time & iut, &k sup We are ready now to prove
our main technical lemma:

Lemma E.8 (Restated Lemma 4.2). For any given data-set X, there is a partition of [—B, B] to a
collection J of poly(n) consecutive intervals, J = {J1,- -+ , Jpoly(n)} such that :

Forany J; €] : UNNORMALIZED(X,w) = exp (qw + ;) Yw € J;

Moreover, we can compute exactly J and the constants (c;, B;) for every J; € J in O(poly(n)) time.>

Proof. Using TYPICALHAMMING we can reduce the optimization problem for a given w as:

L
UNNORMALIZED (X, w) = exp :Ielﬁl] X’inef”;'-[ [(;k) - Zmin {33 |€ — wl 7LrnH
m(X') = ¢
Ee|[-R—r/2,R+71/2|
A (X, X') = k

3 € Ln
_ ~ inf (k) — Smin{ w1
P l?elblll] TYPICALHAI\l/III\lllING(X,§):k [ 2 4 i { 3C |£ w‘ rnH

¢€[-R—r/2,R+r/2]

€ € Ln
By Definition E.6) = in inf |[-k—-minq — [ —w|,L
(By Definition E.6) = exp <gr61gll] glélﬂk {2 1 m1n{3c € — wl|, rnH)

1 L
(By Definition E.7) = exp % min {k " i { max |p — wl ,301"}} =

— - ——=min
k€[n] 2 3C PE{&k,inf €k, sup }
hi(w)
UNNORMALIZED(X,w) = exp (E min hk(w)> (E.1)
2 keln)

3 Again, for the interested reader, both the number of intervals is at most 7n? and the exact time complexity
is O(n), but we will keep for simplicity the general expression poly(n) in our formal statement
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Let’s try to understand the form of the function hy (w)

~ S
N
,‘f’inf,k\ Ssup,k

/7 N s’ N

\\ 7
N2

!
|
|
|
|
I
I
! N
I
|
!
1
| |
| |
| |
I

gsup,k - 3Cr ginf,k +3Cr

By careful case study of hj(w) and by inspection of the above figure it is not difficult to check that
every hy(w) can be described actually by at most 4 different clauses ¢ with linear expressions ’. Thus,
without loss of generality, we can assume that every hy(w) is of the form:

a[lk]w + 5%] w € [p[lk]a p[2k]] = [_ngsup,k} - SCT]
a[zk]w + Bgf] w e [p[2k]7p:[3k]} = [fsup,k: — 30T, fmf,k-gﬁsup,k]
Vk € [n] : hg(w) =
aflw+ 811w e [plf], plf) = [Sotatlons g 4 3Cy]
oflw+ 8 we o, o) = [tk +3CT, B]
where BPIF = { p[lk], cee pgc]} are the breakpoints of hj in which the function changes its expres-

sion.

Having established the form of every hy(w), we are now ready to solve the optimization problem
of computing mine,) hi(w). It is easy to verify that the minimum of those “triangular pulses”
would correspond to a piece-wise linear function. In other words, until now we have showed that,
for any given data-set X there is a partition of [—B, B] to a collection J consecutive intervals,
J={J1,---,Jjy} such that :

Forany J; € J : ]inﬁ hg(w) = aw+ B; Yw € J;
en

or equivalently using eq. (E.1):
Forany J; € J : UNNORMALIZED(X,w) = exp (aw + ;) Yw € J;

To conclude the proof of our lemma it suffices to show that the size of the collection J is polynomial
and to describe a poly(n)-time procedure that computes the piece-wise linear function minge [y bz

Observe that to calculate mingep,) hi(w), it suffices to know the relative ordering of
hi(w), -+, hy(w) for each w € [—B, B]. By continuity of hy, the relative order of a pair hy,, hy can
not change inside an interval J where there is no solution of the equation hy(w) = hy(w). Let us

have IT[F-4 = wgk’a, e ,ng,if] be the ordered set of solutions of hy (w) = he(w) for every k # £. Let

us denote denote also as IT = J; 4, %4 U {—B, B}. Observe that in any interval .J of consecutive

points of II, the relative ordering of hy(w), he(w) for any k, £ € [n] does not change inside J. Thus
the minimizing function h, does not change inside the interval J. We can further subdivide the
interval J, if it is needed into sub-intervals based on its breakpoints where h, is linear.

SThe existence/size of the triangular pulse depends actually by the distance of &inf, k) Esup, k- Similarly, the
existence/duration of the constant pulse depends on the relation of {&ing,x +3CT, Esup,x — 3CT} with {—B, B}.

"The constant pulse can be achieved by setting the corresponding ozgk]

Z€ero.
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We can now construct the promised J:

Algorithm 5: CONSTRUCTION — J(X = (X3,...,X,,))

Sort ® = | Jn™u{-B,B}uU( JBPW
kAl k

/1P ={pg=—B<m < < om < @me1 = B}
J«— o
forie{1,--- ,m+1}do
L Set J; = [pi—1, pi]

J (—JUJZ
return J

e To evaluate the size of J, it suffices to understand the size of IT and | J & BPI*, On the

one hand, the size of Uk BP™* is at most 4n, since we have at most 4 clauses in hi. On
the other hand, IT includes all the solutions of hy(w) = he(w) for every k # £. This size
is upper bound by (}) x maxy.z, I11"l. Observe that to solve hy(w) = h¢(w), we need

to solve at most 16 linear equations 8, each having at most one solution, since the pairs
(a¥, BF) are unique. Thus J = O(n?) + O(n) = O(n?).

The time complexity of construction J is the sum of the elapsed time to compute all the 4n
breakpoints BP¥, which can be done in O(n*) and compute the solutions of O(n?) linear
equations and sorting their union O(n?logn). Thus, indeed we can construct J in poly(n)
time.

To compute the constants («;, 8;) : ming hx(w) = auw + B; Yw € J;, we can start from
left to right. We compute the relative ordering of hy(—B),- -+ , hy,(—B). For each solution
hi(w) = he(w), we update the relative ordering and for each breakpoint of hj, we update its

current linear form.

Algorithm 6: CONSTRUCTION — (J, @, B)(X = (X1,...,X,))

Sort & = | J ™ u{-B,B}uU( JBP™
ke k
//‘I>={<,00:—B§7T1§S‘me‘ﬁm+1:B}
Compute hi(—B), -+ , h,(—DB)
Keep a list of the current order hy: ¥ = {h;, <--- < h; }
Keep a list of the current liner form of fy: T = {hy : (ot )+ b,y : (17, Iy
forie{l,---,m+1}do
Set J; = [pi—1, i)
Set (v, ;) < T'[min hy]
if p;, €Il // The next point is crossing point of two functions then
| Update the relative order X

if p; :pg,k] // The next point is some of the 4 breakpoints of hy then
| Update T[hy] = (o, gl

r;turn {(Js, iy Bi) Y

81n the general case for two piece-wise linear functions with 4 clauses, the maximum number of intersections
Leveraging their specific “triangular-pulse” form,it is easy to verify that the maximum number is 4 and with an
even more detailed case study the maximum number of intersections is actually 2, because the slopes of the

“triangular-pulse” is the same for all h functions.
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Lemma E.9. For a given a date-set X = (X1,---,X,,) and its median m(X), there exists a
poly (n)—time protocol that generates a sample from Deeperq-

Proof. Indeed, the implementation of Dieperas implementation would correspond to a simple two-
phase protocol. In the first round we would sample from a discrete distribution on a poly(n)-
cardinality domain to decide among the regions Ji, - -« , Jyoly(n)- In the second round we would
simply apply conditional sampling from the corresponding either exponential or uniform which will
be truncated on the region which was the outcome of the first round. More specifically:

Algorithm 7: Sample from Dgeperal

Execute CONSTRUCTION — (J, @, B)(X = (X1,...,X,))

Let {(J;, i, B;) }m be the poly(n)-decomposition of Z = [—B, B] as described in lemma E.8
/l For any J; :UNNORMALIZED(X,w) = exp (q;w + B;) Yw € J;

for i € [m] do

P = / exp (ouw + f;) dw

Ji
Letp = Zze[m] pi
Toss a m-nary coin ¢ := {1, --- ;m} with probability (%, e ’%”) correspondingly.

if ¢ outputs C then
| s < Sample from TRUNCATEDEXPONENTIAL [ = o, f = 3;, 1 = Jj]

return s

The correctness of our estimator is derived by Lemma E.8.As we showed, the size of J =
{(Ji, i, Bi) }m is poly(n) and we need poly(n) time to compute {(.J;, o, 5;) }m- Our final step is
to toss a m-nary coin which needs an extra ©(m) = poly(n) time. O
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E.2 Average-case Time Complexity of PRIVATEMEDIAN(X = (X1,...,X,,))

In this section we discuss about the average-case time complexity of the algorithm
PRIVATEMEDIAN(X = (Xq,...,X,)) which implements the algorithm A defined in (3.6). We
consider running the algorithm for C' = Cj log n for some appropriate constant Cy > 0. Note that this
is different from the main body of this paper where it discusses the algorithm for a sufficiently large
constant C' > 0 and establishes its rate-optimality. We establish the following Corollary establishing
that the algorithm remains rate-optimal up to logarithmic factors for this value of C'.

Corollary E.10. Suppose C = Cylogn for some constant Cy > 0. Suppose also € € (0,1), D is an
admissible distribution and A is the e-differentially private algorithm defined in (3.6) for this value
of C. Then for any o € (0,7) and 5 € (0,1) for some

o) e () ez
N L2a? eLa elr

it holds le,Xg,...,Xn"’LdDHA(Xl’ o Xp)—m(D)| > a] <B.

The corollary follows directly by applying for this value of C' the Theorem 3.6 and using the basic
asymptotic formula that for A = Q(1), it holds n/logn = 2 (A) if and only if n = Q (Alog A). In
particular, Corollary E.10 combined with the results of Section 3.4 allows us to conclude that the
algorithm where C' scaling logarithmically with n remains rate-optimal up to logarithmic factors.

‘We now show that for appropriate tuning of the parameter Cy > 0 and under a weak bound on the
sampling size n, satisfied for instance by the third term in the almost optimal rate of Corollary E.10,
the algorithm runs in average-case in O(n) time.
Theorem E.11. There exists constants Cy, Dy > 0 such that if C' = Cylogn and T is the termination
of time of PRIVATEMEDIAN(X = (X1, ..., X,,)) for this choice of C > 0 the following holds. If
n > Do1 log(£5), then

E[T] =0 (nlogn).

Proof. We have by the law of total expectation,
ET|=PX eH|ET|X e H|+P[X ¢ HIE[T|X & H]

<E[TIX eH]+PX ¢ HE[T|X & H]. (E.2)
We now consider each term separately.
In the case where X € H we need to check that X € H to confirm the inclusion to the set 4 and
then sample from the Dyegyicrea distribution. For the first part, standard O(n log n) counting binary
searches and locating the value of the median m(X) suffices to certify that X € . Furthermore,
given Lemma E.1, since we have located the median m(X), it takes O(1)-time to sample from

Direstricted- In conclusion
E[T|X € H] = O (nlogn). (E.3)

For the second part, since the algorithm runs in worst case polynomial-time there is a constant A/ > 0
such that
E[T|X ¢ H] =0 (n™). (E.4)

Now we focus on bounding P [X ¢ #]. Notice that by identical reasoning as the derivation of
inequality (14) of [BA19] in the proof of Lemma 3 in [BA19] we have for t = /2 € [0, 7]

B (jm(X) — m(D)] > r/2) < 2 "E/5.
Since |m (D) | < R we conclude
P(m(X) & [-R—r/2,R+r/2]) <2 "L"/8, (E.5)

Furthermore, notice that since C' = C log n by assuming n is bigger than a constant, Lemma B.2
can be applied with 7' = 1. Note that for 7' = 1, all counting constraints of { are considered and
therefore, combined with (E.5) we have

1 2 2
P[X QH] S O (CO lognexp (_CbSOg'fl> + e—@(L T n)) ]
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Combining with (E.4) we have

P [X ¢ H] E [T‘X ¢ 7‘[] <0 (nMCO lognexp (CbISOgn> 4 n]\/fe('“)(L2r2n)) )

Now using standard asymptotics there are Cy, Dy > 0 sufficiently large constants dependent on M
for which if n > Do+ log(7), then

PIXZHE[TIX €H] <O().
Combining with (E.3) and (E.2) we conclude
E[T] <O (nlogn). (E.6)

This completes the proof of the Theorem. O
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E.3 Comments about Truncated-Sampling

In this last subsection, for the sake of completeness, we will present how we can simulate a random
generator for Categorical, Bernoulli, Uniform, Laplace, (Negative) Exponential Distribution and their
truncated versions in an interval I in O(1) time and O(1) random queries of Unif|0, 1] using the
standard “inverse-CDF” sampling method.

The general inverse-CDF sampling method works as follows:

//Suppose that we want to simulate a distribution D
s.t its cdf Fp is invertible.

1. Generate a random number « from the standard uniform distri-
bution in the interval [0, 1], e.g. from U ~ Unif]0, 1].

2. Find the inverse of the desired CDF, e.g. Fiy ' ().

3. Output X = Fiy'(u).

Indeed, the computed random variable X follows the distribution D, since
Pr(X <) = Pr(Fp'(U) < z) = Pr(U < Fp(x)) = Fp(z).

E.3.1 UNIFORM

We start with an arbitrary uniform distribution in an interval I = [a, b]:

Algorithm 8: UNIFORM [I = [a, b]]
u <— Sample from U ~ Unif[0, 1]
s+—a+(b—a)xu

return s

E.3.2 k—nary coin

We continue with a k—nary coin, known as Categorical distribution, which is a discrete probability
distribution that describes the possible results of a random variable that can take on one of k possible
categories, with the probability of each category separately specified.

Algorithm 9: k—nary coin {0y, - - - , o, } with probability p1,--- ,px
u + Sample from U ~ Unif[0, 1]

k— k
Compute CDF vector (qo, g1, 2, qk—1, ) = (0, 1,1 + Dy » Sorey Dis Sopy 03 = 1)
for i € [k] do

if g;_1 <5< gq; then

S < 0;

return s

E.3.3 TRUNCATEDEXPONENTIAL

Our next probability distibution is the truncated (Positive/Negative) Exponential distribution
DrruncExponential ~ €XP (aw + ) w € I = [left,right].
o If o = 0 then the actual distribution is the uniform.
o If a # 0 we get the CDF of DrruncExponential 15
exp (ax + B) —exp (a - left + f3)
exp (o -right + 3) —exp (- left + )

F DrruncExponential (SC ‘O‘a B ) =
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Thus we get that:

—1
DTruncExpouenlial

(z|a, B) = éln (exp (a-left + B)+x (exp (a - right + ) — exp (a - left + f3)) ) —B

Algorithm 10: TRUNCATEDEXPONENTIAL [« : scale, 3 : shift, ] = [left,right]]
u + Sample from UNIFORM [I = [0, 1] = [Fpyycpupumenia (185E), FDrycppoensa (T181E)]]

-1
5 < FDTnmcExp()ncmia] <u)
return s

E.3.4 TRUNCATEDLAPLACE

Our last probability distibution is the truncated Laplace distribution Drynciaplace ™~
2 exp (,M w € I = [left,right]. Here we firstly present the CDF and its inverse
g g

of the classical non-truncated version of Laplace distribution.

o Py (alio) =+ Ssign(z — p) (1 - Lexp (~1221))

° ngpm(x\u,a) = p+ osign(z — %) In (1 - 2|z —0.5])

F (x‘ 0_) — FDLaplace (CL‘|/,C, U) - FDLaplace (1eft |:LL7 U)
Dretapice (715 FDLapluce (right\u, J) - FDLﬂp]uce (left |/L7 0) .

Thus we get that:

F_T%uncuplace (m|u, 0) = FELlaplace (FDLap]ace (1eft‘:u7 U) +x X (FDLaplace (right‘u’? U) - FDLaplace(left|M7 U)) |/J’7 U)

Algorithm 11: TRUNCATEDLAPLACE [u : location, o : scale, I = [left, right]]
u — Sample from UNIFORM [I = 10,1] = [Fprueae (16FE), FDy e (right)]]

-1
5 FDTruncLup]uce (u)
return s
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