Appendix
A Mathematical Preliminaries

In this section, we provide a brief introduction to the mathematical tools used in proving the theorems
given in this paper :

Log-Concave Functions [18] A non-negative function f : R” — R is log-concave if it satisfies
the inequality

fOx + (1= 0)y) > f(2)’f(y)'
forall z,y € Rand 0 < 6 < 1. Some popular examples of log-concave functions are the Gaussian
pdf and 0 — 1 indicator functions of convex sets. Log-concave functions satisfy the following
properties:
* Log-concave functions are also quasi-concave.

* If f, g are both log-concave functions then the convolution f % g is also log-concave.

Quasi-Concave Functions [18] A function f is called quasi-concave if

Oz + (1= A)y) > min {f(2), f(y)}
Quasi-concave functions satisfy the following properties:
* If f is quasi-concave, then the superlevel sets, i.e., sets S of the form S = {z | f(z) > v}
for some +, are convex.

o If f1, f2,..., fn are both quasi-concave functions then the point-wise minimum of these,
ie., f = mini<;<y, f; is also quasi-concave.

Absolute Moments Of Gaussian Random Variable : The ith absolute moments of a random
variable x is given as E[|:ﬂ |] For Gaussian random variable with variance o2, the absolute moments

. i0i/2 . . . .
are E[|27|] = "j; ['(41), where I is the Gamma function. Some properties of the Gamma

function are: '(i) = (i — 1)1, T(42) = SSAT(452) forall i € N,

Subgaussian Random Varibale/Vector A random variable = € R is said to be sub-Gaussian with

2.2
parameter o2 if E[x] = 0 and its moment generating function satisfies E[e**] < e®z . This is
denoted as 2 ~ subG(o?). Then a random vector X is considered to be sub-Gaussian with parameter
o2 if for all unit vectors v, vI' X ~ subG(c?). With slight abuse of notation we denote this as
X ~ subG(o?).

Sub-Gaussian random variables satisfy the following properties:

e If x1,29,...,xN are independent sub-Gaussian random variables with parameter &, then
S @ k
Tl ~ SubG(ﬁ>

2 2
o Ifz ~ subG(k), thenP(x > t) < ez and P(x < —t) < e =
e If x1,29,...,xN are not necessarily independent sub-Gaussian random variables with

2
parameter &, then P(max; <;<n 2; > t) < Ne™ %,

Generalized Neyman Pearson Lemma [17] In order to solve the optimization problems for our
framework we use the Generalized Neymann Pearson Lemma [[17]]. Here, we give the lemma with a
simplified short proof

Lemma 1 (Generalized Neymann Pearson Lemma). Let fq, f1, ..., fm be real-valued, p—integrable
functions defined on a Euclidean space X . Let 1y be any function of the form

=1, if fo(x) <kifi(x) + ...+ kmfm(z)
=0, if fo(x) > kifi(x) + ... 4k frn ()
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where 0 < ~y(z) < 1. Then g minimizes fX Yo fodp over all 4,0 < ¢ < 1 such that for
i=1,....,m

ki/X1/ind/~L2ki/X¢ofz‘dﬂ

Proof. We start by observing that under the given definition of 1), 1 the following inequality holds
m

/ (¢ — o) (fo - Z k’ifi) dp >0 9)
X i=1

We can show by proving Vz, (¢ () — 1o (z)) (fo(:v) -, szl(x)) > 0. We show this by doing

a case analysis:

e IF folx) — S, Kafi(2)) > 0 then o(x) = 0. As (x) > 0, (z) — to(x) > 0 making
() — bo(x)) (fo<x> ST k@) 2.
I folw) — S0 kifi(w)) < Othen vo(x) = L. As (x) < 1, th(z) — () < 0 making

($(z) — Yo(a)) (fo(w) _ym, kifi(x)> >0,

« Finally if fo(z) — ™, kufu(x)) = 0 then (1(x) — o (x) (fo(x) By kifxx)) -
0>0.

Using the inequality 0] we see that

/X w(fo - ;hﬁ)du > /X %o (fo - i_zlkifi)dﬂ

Viz 1,k /X b fadp > ks /X Yofidy = /X b fody > /X o fod
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B Proofs for A General Framework for Randomized Smoothing

B.1 Regularity Properties of G/

Theorem 1. If Vo € N¢, fRd | D u(z)|dz exists and is finite, then G- C C°°. Moreover if g € G is
given as g = f * u for some f € F, then

Vig(a) = | fo)(=1)'(V'i)(y - z)dy
R
Proof. Tt follows from the definition that whenever the right-hand side exists, we have

g(x) = [ flz+2)u(z)dz

Rd

= (y)u( — z)dy,

=V, / f)uly —2)dy
= /Rd FW)Viuly — x)dy.

As we have i > 1, we get Vi (y — ) = 0 and
= [ 0T = )Ty =)'y
g F@) DNV (y — 2)dy.

In order to show that the integral exists and is finite we show that integral converges for ev-
ery element of the tensor. Our problem reduces to showing that for all « € N? the integral
fRd "(D*u)(y — z)dy exists and is finite. Using integrability conditions we see this
is equwalent to showmg

/ D)y — a)ldy <00 = / D u(2)]d= < oo.
Rd Rd
O

Lemma 2. Let yio(z) denote the Gaussian distribution N'(0,02), then %uo(z) = q;(2)po(2)
for some ' degree polynomial q; with finite coefficient a;; for 0 < i < j. Moreover, ajy1,; =
(i +1)ajit1 — gzaji-1

Proof. For the base case j = 1, we see that == 1i9(2) = —Z (). Thus, we we have ¢1(z) = — %

which is a degree 1 polynomial.

For the inductive step, we see that %ﬂo(z) = %(%uo(z)) = Lg(2)u(z) =
(305 (2)po(2) + ¢;(2) (= Zpo(2) = (£05(2) = Z4;(2)) mo(2). Thus, gir1(2) = (Fai(2) —
Z¢;(z)) which is clearly a polynomial of degree (j + 1) with coefficients a;j41; = (i + 1)a;i11 —
1

ﬁam,l. O

Corollary 1 1. When u is given as the isotropic Gaussian distribution N'(0, 0°T), then G% C C*>
and Vig(x) = [qa f( )iViu(y — x)dy.

Proof. Using the fact that for isotropic gaussian we can write p(x) = 1% 1o (2;) (Where g is also
a gaussian pdf), we have

/ D% (z)|dz = / | DOTIL o (24) | d=
Rd R
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— [ | il
R i
= Hf 1 pRT 1o (2:)|dz;.

As we know that the product of d finite values is finite, we only need to show that for any value
ieN, [, \j—;iuo(z)\dz is finite. Using Lemma we see that it suffices to show that for all j € N,
Jz |27 po(2)|dz is finite. But this quantity is known as the absolute central moment of normal

distribution and is given by ¢/ %F(%) which is finite. O

Lemma 3. For u given by isotropic Gaussian distribution N'(0,0°1) and a function f € F, if
|z — w||,, < R for some finite R, then

ZDo‘yw( )dy— /f YD u(y — w)dy

aeN? OtENd

Proof. As this can be regarded as a double integral where the sum is an integral over the counting
measure, we can use Fubini’s Theorem to reduce it to proving :

w—2) ‘/ p(y — w)dy| < oo

As f(y) only takes values between 0 and 1, we see that

QGNd

> [ - wiay < Y | \/ D (z)ld=
aENd ’ Re aEeNd
= Z H (‘ _55] j:oj, 1o(z) dz>
aeNd j=1
(gl o)
(2% / )

As d is finite number, it is sufficient to show that the infinite sum converges. Using Lemma[2] we see

that jz—kk po(2) = qr(2)po(2) for some k*" degree polynomial gy. Let a;; be the co-efficient of Z%in
the polynomial g;.

/‘dkﬂo

Using comparison condition, it is sufficient to show that the sum >

12z/21'\
dZ—/|Qk z)po(z |dZ<Z/ |agiz"po(z ’dZ—ZMkz \f( )

oo gk 0’220 )

k=0 %7 2ziz0 |0k,il ==

converges. Now, we prove the convergence using the ratio test. Using the fact a;41, = (¢ +
1

1)aj,i+1 — ?a]‘,i_l, Wwe see

Rt kil 91/2G i+ 1P (L)
(k+1)'z R v _ R Y lakgril2 20T ()
. /24 i1 =
N PN SR I SN PARC P e

R V(G + Dlagis] + Zlagi—1])2/20 D (L)

—k+1 Ek 0 |a, i|2i/20i+11"(i+1)
R Y lar(io'D(§)20-1/2 4 o' (552)20+1)/2)
k+1 Zi:o |ak,i|21/20H 1T ()
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RN 2ilag, 207 D/2070 (1)
k1 S0 Jag,|21/207 1D (5L

r( itl
5 2
Using ([19]), =2~ < +——,
D(5%) 3
R Yio2Vi+ Lag[220 T ()
k+1 Zi:o a|ak’i\21/2olf(%)

< R 2vk+1 2R

“k+1 o oVk+1
For any finite R, limy_, o aj% = 0 < 1. So the series is convergent. O

Theorem 2. When u is the isotropic Gaussian distribution N (0, O'QI), then Vg € Qﬁ-, g is a real
analytic function with infinite radius of convergence ,i.e., the Taylor series of g around any point w
converges to the function g everywhere.

Proof. Let us take the Taylor expansion at a point w. In order to show that the Taylor expansion
has an infinite radius of convergence, we consider any arbitrarily big value R and show that if
|z —w||, <R, then
9(x) = | flz+2)u(z)dz
R
=/ f)uly —x)dy
Rd

Using the Taylor expansion of the gaussian PDF and the fact it’s radius of convergence is infinite

s@) = [ 1) Y Doty - w D=,

(0%
a€eNd

Now using Lemma 3] we get

w—1x)"
swy= 3 D Dty — iy
a! Rd
aeNd
Finally, we use Corollary [I.1] to get

o) = 3 E 0 peg)
a€eNd ’

As for any arbitrarily large R, the Taylor series converges for any « satisfying ||z — w||,, < R we see
that the radius of convergence is infinite. Clearly, this holds for all points w € R? and all g € gy O

B.2 Certification For Randomized Smoothing Using First-Order Information

We use the Generalized Neymann Pearson Lemma ([17]) to solve the optimization problem [2]

Theorem 3 (Lower Bound of p,(z)). For a base classifier f € F, if g = f * p, u is the isotropic
Gaussian distribution N'(0,0%1),y®) = g(x), y) = Vg(x), then for any unit vector v and any
positive value of v, p . (x + orv) can be lower bounded by solving the following set of equations:

>~ 1 o2
/ Ee*TCI)(c(x))dx =q (6)

[e*S) 2 [eS)

[m \/%e é\/%ef%dx =mso (7a) [m ;ﬂxeféé(c(x))dm =my (7b)
with ¢ < y© . m; < ovTyM my < UHy(l) —vTyMy o c(T) 1= co + c17 + c2e”, and ®(2)
being the CDF of the standard normal distribution. If the solution (cg, ¢1, c2) of above equations has
¢1 < 0, then the lower bound of p,,(x + orv) is instead given by solving Equations @) to (5a) with
c(x) = co + coe™.
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Proof. Tn order to solve the Equationunder the local constraints H{°(h) = y(*) — h(z) = 0 and
g

uzu2

H3°(h) =y — Vh(xg) = 0. Setting the measure to be j1, = (\/2377) e~ 2% and using the fact

that h € G'z, we have h = f’ % i for some f € F. Thus, the constraints can be expressed using the
base classifier as given as

f(@o + 2)dpo = y©
Rd

z
/d 5/ (@o + 2)dps = y»
R

and the optimization problem is given as minycr [pa e 2:2€ 2 f'(x0 + 2)dfio.

In order to make the math simpler we use the following basis transformation we rotate the basis such
that we have z; along the v, 25 along ") — vTy()y and then we scale the basis by a factor of %

. . 4 =3
The constraints can now be expressed using 1 = (\/%7) 2e” "2 given as

(@0 + 2)dp =y
R4

/ 2 p (o + 2)dp = Ty W

Rd O

/ 2 f(wo + 2)dp = Hy(” —vTyWy H
Rd O

/ ﬁf'(az:o—i—z)du:O, ifi >3
R

da O

Then defining r = ?, the optimization problem is given as

2

r2
min / e"ze" f'(zo+ 2)dp = e~ 7 min / e’ f!(zo + 2)dp

frer Rd frer Rd

Using the Generalized Neymann Pearson Lemma, we see that the minima occurs for the function f
such that fo(zg + 2) = 1if e"* < a”z + b and 0 otherwise, for some a € R?, b € R such that the
constraints are satisfied. We can use the constraints to solve for a, b in order to get the value of the
minimization.

Claim. Fori > 3, we can show that we need a; = 0.

Proof. Assume to the contrary a; > 0, then

[ 28+ 2n= [ 2 (g + )y
Rd O e

rz1<aT z4b g

2
= rzq _(qT 4b) idﬂ >0
. T2, P

ag

. . TZ] _ T‘ i b
Consider the function I(z_;) := % We know that for the standard normal measure

1o gaussian cdf, the value of fzv> . ﬁduo > 0 for any value of [ with the equality holding only if
| = —o0. So, we see that | Sl B Zidy > 0 for any function I(z_;) with equality holding only if

[(z_;) is —oo almost everywhere does not hold. So, we get a contradiction. Similarly we can also
show a contradiction for the case when a; < 0. Thus, we have that for i > 3, a; = 0. O

Substituting the values of a; in our constraints and simplifying the integrals we have the following
system of equations:

® 1 wen?
2

Pao (To 4 0TV) = / D(c(x))dx

e
oo V2T
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>~ 1 2 1 e(2)?
e~ T e—de:UH 1) _ T (1)UH
/_oo 2 V2T Y 4 2

(o) 1 22
ze” T ®(c(x))dx = ovTy™M
| e T ae@r = vy

where ¢(x) := % + Sa+ ;—;em and ®(z) denotes the CDF of the standard normal distribution.

§

N

Although this gives a solution for p,, (zo + orv) the constraints here have equalities which require
us to get exact values of 3y(°), (1), This is not possible to achieve in practice. In practice, we can only
get a high confidence interval estimate of the values. So, we need to be able to solve for p,,, (¢ +orv)
given interval estimates of the parameters.

We notice that using the same argument in the Claim, we can use the constraint
c(z)?

772 . . .
1= \/%76"7 \/#276_ zdz > 0 to show that as > 0. Similarly we have that if y(© > 0,

12
then b > 0. Otherwise if b < 0, then we see that ¢(z) < %z giving [° e~ ®(c(x))dr <

‘E2 . .
ffcoo %6*7{)(%@(& = 0.5. As the coefficients az,b > 0, Generalized Neymann Pearson
Lemma allows us to use lower bounds p < %(*) and m, < ||y — vTy(Mv||, in the constraints to
still get a valid estimate of p,, (zo + orv).

The only variable that can be both negative and positive is a;. If we use a lower bound m; < ov®y)
and the resulting solution has a positive value of a; then it is valid. However, we see that if we get a
negative value of a; in the solution we can instead solve the relaxed minimization problem to get a
lower bound of p,, (o + orv) without the constraint We give this as

(w0 + o7v) = / Tl e
pl‘o 0 e \/ﬂ
/ e~ T ®(c(z))dx =y

oo
o0
/ 1 e_% 1 e_C(Q)ng;:UHy(l)—UTZU(I)UH
2

D(c(x))dx

_ b -1
where c(z) := > + e’ O
Proposition 1. The certified safety region, SR, (x), calculated using the zeroth and first-order local
information is convex, i.e., if v1, 2 € SR (z) then 2322 € SRy (z).

Proof.

SRy (z) = {z|p,(2) > 0.5}
So, SR (x) is a superlevel set of p,.. In order to show SR () is convex it is sufficient to show p,,
is a quasi-concave function. Using the definition of p,,, we have

p,(2) = min h(z), st h(z) =y Vh(z) = yO
heglh
Claim. For the lower bound probability function p, calculated using the zeroth and first-order

information, p,(z) = (f * p)(2) for some f such that f * p satisfies all the optimization constraints
and f * i is quasi-concave.

Proof. Using Generalized Neyman Pearson Lemma, we see that the minima of the constrained

27— 12113
optimization problem occurs for some function f that satisfies f(z) = 1ife™ 202 <aTzx+b
and 0 otherwise. Thus, p,.(z) = (f % )(z) where f is the indicator function for the set

T 2
2:T 22113

S={z|zeRbe 22 <alz+b}
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2:T 0| 2)2

It is easy to see that the function e 2n2H . a”x — b is convex as the Hessian is given as
2:T 022

- 2a2H = > 0. Thus, the set .S being a level set of a convex function is also convex. So,
f is the indicator function of a convex set and thus a log-concave function. Moreover, we have
that y being isotropic gaussian distribution is also log-concave. From the properties of log-concave
functions we get that the convolution f x p is also log-concave and as log-concave functions are also
quasi-concave, f * (i is quasi-concave. O

T, 2
2z -i;o’ Ie

Using this claim we see that as at every point z, p,(2) = (f x u)(2) for some f x u that satisfies all
the constraints and is also quasi-concave, we can add an extra constraint to get

p,(2) = mign 9(2)e st g(z) =y, Vg(z) =y, g(x). is quasi-concave
9€G%

to get the same p,. As p,, can be written as the minima over a set of quasi-concave functions, we see
that by the property of quasi-concave functions, p,, is also quasi-concave. Thus, we see that SR ()
is convex. O

Proposition 2. For any given value of 4%,y the directional robustess along v, R, given
by the first-order certification method is a non-increasing function of the angle between v and

M 4( vy )
Yy ’, Le., COS Toll, HymH

Proof. 1t follows from Theorem [3|that given some value of y(*) and y(*) the minimal probability
Pay (2o + 70) at distance 7 along a direction v depends only on the angle between v and y(!). Given
some fixed 39, y1) we can write p,, (zo + 7v) as a function of 0, p,, (zo + 7v) = p.(r, ). Given
this we claim

Claim. For any given value of r, % <0.

Proof. As it is easier to state our theorems for vectors, We relate 6 back to our vectors using a vector
valued function w(«) that gives us vectors in some plane P containing vy such that the angle
between y(1) and w(a) is . Now given any angle o and some distance r, Theorem gives us that
there exists some function f; such that for gy = fy * p all the local constraints are satisfied and
go(zo + rw(a)) = p(r, ). As p(r,d) gives the minimum value that can be assigned xo + rw(6) by
a function satisfying the given constraints, we see the p(r, 8) < go(zo + rw(d)). So we see that if
M | < 0 then 8p(r 0) | < 0. It is sufficient to show that w |0_ < 0.
In order to make - the make the calculatron simpler we can do the same basis transformation as in

proof of Theorem [3, Under the new basis we have 292(otrw@) | . —%X“Z?)) |z=(r,o)

where (21, 22) is a two dimensional vector z; along the old w(0) and z along w(F).

For the new basis we see that the proof of Theorem [3|also gives the form of f, i.e., there exist
some constants a1, b € R and az € R such that fo(zg + 2) = 1if €™ < aj2; + agzo +band 0
otherwise. Using this form we have

17) + , 0 1 (2—21)2+4(y—29)
go(To + (21 Z2))|_ . :7// e Mdydaﬂ
822 z=(r,0) 822 er?<ajz+azy+b 2w z=(r,0)
_ o2 2
:// 7@/67( )24 () dy dx
er*<aix+azy+b 2w

—y _@=n)?+w)?
2
/ /e”ﬂ” \ 271- dy dx
(z=m)? 7(6"”111;*&2
= / 7 —e 2a3 dr >0
oo 271'

0go(xo + rw(0)) | ~ Ogo(zo + (21,22)) | <0

89 f=a 82’2 Z:(T',O)_
Jp(r,0)

= o0 |0

a<0

19



O

. . . . . . T,,(1)
Using the claim we can show that R, is a non-increasing function of the angle cos™ (W)

as follows: For angle o let Ry, (o) = 7, then py, (2o + rw()) = 0.5. Using the claim we see that
for any value of 8 > «, pg, (xo + rw(f)) = p(r, 8) < p(r, @) = 0.5. So we conclude that for any
8> a, Rw(ﬁ) <r= Rw(a). [

Corollary 3.1 (Certified ¢ Norm Radius). For a base classifier f € F, if g = f * u, where p is
the isotropic Gaussian distribution N'(0,0°Z),y%) = g(x), yV) = Vg(z), the 5 norm radius R is
given as R = or, where (1, 21, z2) is the solution of the system of equations:

D(z1 —1r)—P(22 —1r) =05 (8)
1 _= 1 _:
P(21) — (22) = ¢ (9a) \/%e - \/ﬂe 2 =m (9b)

with ¢ < y(o) and my > a”y(l)||2.

Proof. Using Propositionwe see that the minimum Value of R., occurs when v” y(1) is smallest.

As Ty > —||v||2||y(1) H2 with equality when v = Using Theorem [3|to solve for Ry

o ||
along this direction yields mgy = 0. Using the same proof as in the first Claim in proof of Theorem
3 we have as = 0. So we can rewrite fo(z) = 1if e"™* < ajx1 + b. Solving for aq, b under the
constraints gives us the equations:

e zdr=p
e"1<a;x1+b V 27

_ a2
e 2dr=-my

/ 1 +b V 271
X
e"*1<ayx1+b

where As for all values of a, b the solution to the equation €"** < ajxy + b is an interval of the form
[22, 21], we can re-write the constraints as

P(z1) — P(22) =p

2 —e 2 )=m
V2w ) '
Using the resulting fj the minimum value of g at r is given as ®(z; — ) — ®(z2 — ) which can be

equated to 0.5 to give the radius. [

Corollary 3.2 (Certified ¢; Norm Radius). For a base classifier f € F, if g = f * u, where p is
the isotropic Gaussian distribution N'(0,0%T),y®) = g(z), yV) = Vg(x), the {; norm radius R
is obtained by solving p,(x + Rv) = 0.5, where p,.(x + Rv) is given by solving the problem in

Theorem@with my < —o’Hy(l)Hoo, my < U\/Hy(l)H; — Hy(l)Hzo

Proof. We see that if the minimum directional robustness among the basis vectors is given as
Rynin = min; (min(Rei , R_ei)), then along every basis vector direction R, > Ry,i,. Thus, the
points { Rinin€i, —Rmine; | 1 < i <d} C SRy, and by Proposition the convex hull of these points
the /1 norm ball of radius R,y is also in SR . Thus, the ¢; norm certified radius can be given as
min; (min(Re,, R_,)).

Using Proposition [2] we see that this minimum occurs in the direction with the largest angle with
y™). So, the projection of 31 along this direction can be given as min; min(e! y("), —el'y()) =
— max; max(—e; Ty (1) e; y(l) = f||y(1 H . Now, we can use Theorem [3| to give us the final
solution. ]

Corollary 3.3 (Certified /., Norm Radius). For a base classifier f € F, if g = f x u, where p is
the isotropic Gaussian distribution N'(0,0%T),y*) = g(x), yV) = Vg(z), the lo, norm radius R
is obtained by solving p,(x + Rv) = 0.5, where p_(x + Rv) is given by solving the problem in

Theoremeith my < ——Hy Hl,mg \/dHy(l)H2 — ||y(1)H1
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Proof. Consider the set of vectors S = {v | |v;| = ﬁ} We see that if the minimum directional
robustness among the vectors in S is given as Ry,;;, = min,cs R, then along every vector direction
vin S, R, > Rpyin. Thus, the points { Rpinv | v € S} C SRy and by Proposition the convex
hull of these points the ¢, norm ball of radius Ry, is also in SR. Thus, the ¢, norm certified
radius can be given as min,cs R,,.

Using Proposition [2] we see that this minimum occurs in the direction with the largest angle
with y(1). So, the projection of y(!) along this direction can be given as min,cgv’y)) =
—max,es(—v) Ty = —max,c5 0Ty = —% [ly™1]],- Now, we can use Theoremto give us
the final solution. O

Corollary 3.4 (Subspace Certified £, norm radius). For a base classifier f € F, if g = f % p, where
w is the isotropic Gaussian distribution N'(0,0°T),y® = g(z), yV) = Vg(x), and a subspace S
with orthogonal projection matrix Pg, for p = 1,2, 0o the subspace {,, norm certified radius R is
obtained by solving p . (x + Rv) = 0.5, where p,.(x + Rv) is given by solving the problem in Theorem

with my < —UHPSy(1)| o2 < 0\/Hy(1)||; - HPSy(l)Hi, and || - ||, is the dual norm of || - || .

Proof. For orthogonal projection Ps onto a subspace S, we can consider the vector Pgy(!) instead
of (1), the using almost identical arguments as before we get the corresponding projections and we
can solve for the certified radii using Theorem 3] O
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C Theoretical Case Study: Binary Linear Classifier

L, norm ball T % Certified ‘Safety Region L, norm ball 4 S, Certified Safety Region
! % Under Existing Method ] ) % Under Proposed Method
L, norm ball L, norm ball A
1 “ 1 .
L : g | \
1
1 1
1 1
<« - —-————#————-—r’-‘- ——————————— > RN G5 I S— R >
) :
1 % 1
1 “ 1
1 . T
1

.
.
.
.
.
.
N A R
.
L., norm ball A L., norm ball R
“ v “‘

Figure 3: Certified safety regions for binary linear classifiers (input point x grey circle at origin)

<

Given any binary linear classifier, f(x) = 1,7, <0 let g defined by f x y where p is the isotropic
Gaussian distribution A/(0, 021) (for any o) be the smoothed classifier. For this case, Cohen et al. [3]
Appendix B] showed the following:

* The prediction of g is same as the prediction of f,i.e.,Vx € R f(x) =1« g(x) > 0.5.
|wTac0+b|

* The /5 norm certified radius for g at z is given as R = Tl
2

We saw in subsection[3.2] the certified safety region calculated using only the zeroth order information
has spherical symmetry. Thus, the certified safety region for g at o calculated using existing methods
T
is a sphere of radius R = W centered at x. For the proposed method we show using both the
2

zeroth and the first order information gives :

Proposition 3. Under our proposed method, the certified safety region for g at a point x is given as
the halfspace H = {x | sign(w?x + b) = sign(wTzq + b)}.

Proof. In this case, we can calculate

T

y(o) _ % |w Zo —I—b’
alwll,

1 _(@Teqtb)?

oL T sign(wa + D

V2mo? [[w]l,

We shift the origin to zg and rotate and scale the basis by % to get a basis with positive x; along

sign(wT zo + b)w. Then, we can use the framework and to calculate the feasible set of g’’s. Any
valid ¢’ can be written as ¢’ = f % u where

1 \d4/2 =13
/ _— Tz = = (O)
/Rd f(z) (2#02 ) e Tdr=p=y

1 \d/2 =13 1 @"ta-p)?
/ T2 d = = H (I)H = ——e 2
/Rd f (m)(27r02> T1€ z=m=o|y"| *271'6

Letc = ® (1 — p) and fo = 1,,>.. Itis easy to check that f, satisfies the above-mentioned
constraints. We show that any f’ that satisfies the two constraints equals to f almost everywhere.
This is equivalent to saying fo — f’ is 0 almost everywhere. We see

[ 0@ = o) (502
L@ =t (5705) e F e =0

1 a/2 =13
) e 2 dr =0

2mo?
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Moreover, we have that for x1 > ¢, f'(z) — fo(x) < 0 and for z1 < ¢, f'(z) — fo(x) > 0. Thus,
we can rewrite the first constraint as

/>uv%wmmwwa/<wm—mmwm

For brevity we replaced the Gaussian integral over Lebesgue measure with an integral over the
Gaussian measure. Now, for the second constraint we can re-write it as

@ = pnmuta) = [ 1@ - o@leidn@) < [ 17 = folnduta)

T1>C

IN

c/<me—ﬁ@mmm—c/>Lﬂw—muwmw
o[ 1@ - h@ldu) - [ 1@~ f@)ldu)

Tr1>cC

=0
— 0= [ (#'e) = fola)rdua) <0
R4

Thus the equality must hold in all the equations. Thus fz1>c|f’(x) — fo(z)|x1du(z) =

¢ [o, e |f'(@) = fo(x)|dp(a) which means [, _ |f'(x) — fo(z)|du(z) = 0. Then using the re-
sults from the first constraint [, __|f"(z) — fo(2)|dp(z) = 0. Thus,

[ 15 = ftwldutz) =0
Rd

As aresult, f/ is equal to f(0) almost everywhere w.r.t the Gaussian measure p. Thus, ¢ = f/ x u =
fo * p1. Thus, we have only one feasible solution for g’ which is g. Thus, forall x € R¢ p_(z) = g(z)
and the certified safety region

SR(zo) = {z |z € R p,(z) > 0.5} = {x | 2 € RY; g(2) > 0.5}
Finally using the form of g from [5, Appendix B]
SR(z0) = {z | sign(w” z + b) = sign(wT z¢ + b)}

C.1 Discussion

Using the result from Proposition 3] we see that using both zeroth and first order information allows
us to give the optimal certified safety region for binary linear classifiers.

Although the results from zeroth order information give us the optimal /5 radius as seen in Figure
the radius for other threat models like /1, ¢, can be sub-optimal. Using additional first-order
information allows us to overcome this problem. As seen in Figure[3] the safety region we achieve
using the proposed work provides optimal radius for all /1, {5, ¢, threat models.
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D Proofs for Numerical Estimation of First-Order Information

Theorem 4. Given a black-box classifier f and the random vector z = w(f(z 4+ w). — 3) where
w ~ N(0,021), we have that z— o>y") is a sub-gaussian random vector with parameter k = 02(% +

ﬁ). For convenience, we do some abuse of notation to denote this as (z — oy™1)) ~ subG(k).

Proof. For any unit norm vector v consider the moment generating function for the variable

E[esvT(zfagy(l))] _ efs'uTojy(l)E[essz]

As the black-box classifier has binary output for every class, i.e, f(z + w). is either O or 1, we have

S’UT’LU —S’UT’LU —SvU w

eVt = (e —e 7T ) f(r+w)e +e 2

2 T (1) svlw —svTw —svlw

E[esvT(szQy(l))] —e S0V Y E[(e 2 —e 2 )f(x —+ U)) +e 2 ]

252 2, T, (1) —s252 svlw —svTw

_ ST (L TEE R o) o 4+ w))

Using Generalized Neymann-Pearson Lemma with the condition E[v” w f(z + w)] = 0?0y, we
have
o2 |s]

s252 svTlw —svlw 1 2 _ (=B+2)? _(13+2)2

L2
e” 8 Elle 2 —e 2 z+w)| < e 202 4 e 202 —e 202dz
{ e ==

0, T, (1) _ olsl (~GE | i -
where so“v- y'\*) = \/ﬁ(e 202 e 27 —e 207).
yi¥ea
1 (=Btw)? _ (B+w)? _w?
Let p(w) = e 22  +e 202 —e¢ 22, Then we have

V2no2

5252 T _2, (1) 5252 svlw —svlw

E[eSUT(Z_UQy(l))]:e 2= —svlo’y (1—|—678 E[(e T _—e 2 )f(;];-|—w)])

a2

< oS =0 Islo(0) (1 +

owiu)

—o2|s|
2

a2

2,2 %), (@(w)=¢(0))dw

s“o

<e s e 2

We see that the global Lipschitz constant for ¢(w) is given as sup ||¢/(w)|| <
2 o7sl
3sup %\/2;7@27 = 02\3%' Then we see that f—”22\5\ (p(w) — ¢(0))dw <
=o2lal
M 2 _2
3 2 _ 3s‘c
e =z lwldw = 372 Thus.
]E[QSUT(ZiaQy(l))] < 6#64\?}%
— TG AR
O

Corollary 4.1. For any «, let Z,, be the empirical mean of n samples of the random variable z, then

. 2kd(dlog 2—1 2k(log 2d—1
given 1, = \/Bg2log] | [lg2icioge]

p([ls], -1z <0) 21-a B(|Js¥] - 1Zule| < 12) 210
1 oo

Proof. Using Theorem [ and the properties of subgaussian random vectors, we see that Z,, ~
subG(%). Let the set of vectors S = {v | v € R%; |v;| = 1},then ||z||; = max,esvT 2. Using the
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maximal property of sub-gaussian random variables over the set of 2¢ variables {v*Z,, | v € S} we
get,

(o2, <0) 210

By the triangle inequality |Hy(1) ||1 — HZ7,,||1| < Hy(l) — Z"H1 we get the first result. Similarly,
2], = max; max(el z, —e! x) and once again using the maximal property of sub-gaussian random

variables over the set of 2d variables {e¢! Z,,, —eI' Z,, | e; is a basis vector} we get,
P(Hy“) - z||_ < too) >1-a

Again using triangle inequality, we see H|y(1) Hm - \|Zn||00’ < ||y(1) - ZnHoo proving the second
inequality.

O

Lemma 4. If we have two sub-gaussian random vectors X ~ subG(k1),Y ~ subG(ks) then
+2

N 2 —_t
P(XTY < —t) < max (e_ Vadkikz e 4\/’“1’“2), P(XTY > t) < max (e_ VHikies ,e 4\/"'1’“’2)

Proof. Consider the moment generating function for the variable X7'Y". We have for |s| < ﬁ

]E[esXTY] kw?l‘\xwﬂ

T k 82
= E[EaNN(O,T) [ea X]]7 r= 22

kqllal?

T
=Eoon(0,nEle” Xl < Eqno,mle 2

Now we see that

2
7( 2z, 3 7A)L 7( [d k12k2+17d</k1k2) t
—— 12 TRiky T 2t)2 — ¢ 8t V8t 2k kg

2t
]P’(XTY < —t) < max (e Vadkikz e 4\/@)
We can use a similar proof to show

2 ot
P(XTY > t) < max <e Vadkiks e 4 klk?)



Theorem 5. For any o > 26_%, if we have two random vectors X,Y such that (X — ) ~

subG(k1) and (Y — ) ~ subG(ky) then we can show that using t = \/—\/2kikadlog &, €, =

7(k21+k2)10g% € — 7(k1+k‘2)10g%
2(XTY+t) 94— 2(XTY —t)

P(IIﬁIIz < XTY“) >1-a, P(IIﬁllz > VXV o ) >1-a

Jire - Jlreta

Proof. Usmg Lemma {4 I we see P(XTY — |83 < ~t+ 8- (X —B) + (¥ —

B)))

A

max <e f’whzd ,e A ’“1’“2>. Taking t = \/—f/ﬁk:gdlog %, we see that for o« > 2¢~16 the

first term is bigger. So

P(llﬁllgSXTY+t—ﬁ-(X+Y_2ﬁ))Z1_;‘

From the sub-gaussian property of X, Y, we have P(8- (X +Y —28) < —t;) <e

Taking €, = % and t1 = 2¢,[|8]|,VXTY, we get that

IP’(XTY+t—ﬂ-(X+Y—2ﬂ) < XTY+t+26u5||2\/XTY+t> >1- 9

Taking a union bound and combining the two inequalities we get

P(ﬁng < XTY 4+t 4 26,]|8],VXTY +t> >1-a

= p(a+ sl < (VAT Fi+alsly) ) 21-a
VXTY +1t )
-

Using a similar proof we can also show that for ¢; = 4/ %, we have
VXTY —t
P(IIﬁllz > ) >1-a
Vite +e

>1—«

— P(ﬁllz <

T 2(k1+k) 18113

(10)

O

Let X = X,,,,Y =Y,, be the empirical average of n,n, independent samples of the random

variable z.

d —k(ni1+n2) log <
Corollary 5.1. For any a > 2e~ 16, givent = /—k? ﬁgLQ log $, €, = ansz)

—k(ni4+nz)log §
2n1n2(XT Y. 7t)

nq

XTY,, +t XTY,, -
(R R (T T
2 [

T /1l+e - V1+e +¢

Proof. Using Theorem {4 and the properties of subgaussian random vectors, we see that X,,,
subG(nil)7 Yy, ~ subG(;;%). Then, using Theoremwe get the required values of ¢, €,,, €;.
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E Additional Experiments

Here, we give additional experiments on the Imagenet dataset. We reuse the models given by Cohen
et al. S]] and calculate the certified accuracy at radius R by counting the samples of the test set that
are correctly classified by the smoothed classifier g with certified radii of at least R. For both our
proposed certificate and the baseline certificate [5], we use a failure probability of @ = 0.001 and
N = 200, 000 samples for CIFAR and N = 1,250, 000 samples for Imagenet.

In the following plots we give a more detailed account of the improvement seen by using both the
first and zeroth order information. For every trained model (depending on variance ¢ used during
training), we give the certified accuracy under /5 norm threat model, ¢; norm threat model and the
subspace /5 norm threat model.

Models
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Figure 4: Certified Accuracy for Imagenet seen under various threat models and o values. The scale
of z-axis is different for the 3 different models (denoted by training noise variance) as the certified
radii we get for these three models have different ranges.

The findings here are similar to the ones reported for CIFAR. As expected we see from Figure
that the smallest improvements are for { norm threat model where the new framework gives
only marginal improvement over the ¢ radius certified by existing methods. This follows from the
fact that the existing methods already produce near-optimal certified ¢ radii. However, certifying
a significantly bigger certified safety region allows us to give significant improvements over the
certified ¢/, radius and the subspace /5 radii (the subspace considered here is the red channel of the
image, i.e., we only allow perturbations over red component of the RGB pixels of the image).

From these figures we are also able to see that, for any given model, most of the improvement in
certified accuracy occurs at smaller values of radius R. We think one of the causes for this is the
interval size of our estimates of y(°), (1), So, we give the following results using larger number of
samples to estimate both y(?), y(1).

In Figure [5| we show the results by using the observed values from experiments us-
ing Ngs = 1250000 and then constructing the estimates assuming we used N =

200000, 800000, 1250000, 1600000, 3200000, 6400000 samples respectively. Using these estimates
we get a certified ¢, radius for both the existing method and for the proposed method. We see that
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Figure 5: Effect of number of samples used on certified accuracy.

using larger number of samples allows us to get improvements at even larger values of R. However,
we note that it is still not possible to get improvements at very high values of R. We think this would

require very precise bounds for (%), (1) and thus a very high number of samples.
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