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Key Achievements

DetectGPT (Stanford, 2023)

LM: 11B + 2.7B

Cost 100 LM calls

Speed 1x

Accuracy 82%

Fast-DetectGPT

LM: 6B + 2.7B

Cost 1 LM call

Speed 340x

Accuracy 96%
On ChatGPT generations

Additionally, Fast-DetectGPT outperforms commercial GPTZero.
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News 1: Maj Richard Scott, 40, is accused of driving at speeds of up to 95mph 
(153km/h) in bad weather before the smash on a B-road in Wiltshire. Gareth Hicks, 24, 
suffered fatal injuries when the van he was asleep in was hit by Mr Scott's Audi A6. 
Maj Scott denies a charge of causing death by careless driving …

News 2: Maj Richard Scott, 40, is accused of driving at speeds of up to 95mph 
(153km/h) in bad weather before the fatal crash that claimed the lives of two young 
children. The incident occurred on the A34 motorway near Newbury, Berkshire, last 
Saturday. Eyewitnesses reported seeing Maj Scott's car weaving in and out of traffic 
before losing control and colliding with another vehicle …

Motivation

Which news is fake?
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• Linguistics experts identified AI-generated content correctly only 38.9% of the time.

• None of the 72 experts correctly identified all four writing samples given to them.

Motivation

AI writings are hard to detect.

Can linguists distinguish between ChatGPT/AI and human writing?: A study of research ethics and academic publishing. 
2023. J. Elliott Casal and Matt Kessler. Research Methods in Applied Linguistics
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Deepfake of Text Content

Motivation
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Motivation

Trustworthy AI:

• Build trust and credibility in 
communication

• Avoid misuse of AI technology

Demand Tools:

• Machine-generated text 
detector

AIGC vs. Human Writing
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Key Factors of Machine-Generated Text Detector

Motivation

• Source models: 
 What source models are supported by the detector? 
 Do we need samples for the source models for training? 
 Do we need access to the model parameters and architectures?

• Languages: what languages are supported by the detector?

• Domains: what domains (like news, review, and paper) are supported 
by the detector?
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Approach I: Trained Detector

Existing Approaches

Detection ClassifierChatGPT

For example: 
OpenAI AI classifier: https://openai.com/blog/new-ai-classifier-for-indicating-ai-written-text
CrossPlag AI content detector: https://crossplag.com/ai-content-detector
CopyLeaks AI content detector: https://copyleaks.com/ai-content-detector

https://openai.com/blog/new-ai-classifier-for-indicating-ai-written-text
https://crossplag.com/ai-content-detector
https://copyleaks.com/ai-content-detector
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Approach I: Trained Detector

Existing Approaches

• Limited dataset: the collected datasets are relatively limited compared to large 
scale pretraining corpus.

• Model/domain/language-specific: the trained detector overfits the training data, 
which generally covers specific source models, domains, and languages.

• High cost: collecting LLM generations cost money, and training detectors with a big 
dataset costs computational resources.

Issues:
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Approach II: Zero-Shot Detector

Existing Approaches

• No training: using a pre-trained model for the detection.

• Cover various domains and languages: the pre-trained models are usually trained 
on large amounts of data covering various domains and languages.

Benefits:
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Approach II: Zero-Shot Detector - Likelihood

Existing Approaches

Likelihood:

Intuition: If a text has a very high likelihood according to a 
certain model, it might be an indication that the text was 
generated by that model or a similar one.
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Approach II: Zero-Shot Detector - DetectGPT

Existing Approaches

DetectGPT: 

Hypothesis: Minor rewrites of model-generated text tend to have lower 
log probability under the model than the original sample, while minor 
rewrites of human-written text may have higher or lower log probability 
than the original sample.

DetectGPT: Zero-Shot Machine-Generated Text Detection using Probability Curvature. 2023.
Eric Mitchell, Yoonho Lee, Alexander Khazatsky, Christopher D. Manning, Chelsea Finn. ICML
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Approach II: Zero-Shot Detector - DetectGPT

Existing Approaches

DetectGPT - Probability Curvature 
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Approach II: Zero-Shot Detector - DetectGPT

Existing Approaches

Detection process:
1) Perturb
2) Score
3) Compare
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Approach II: Zero-Shot Detector - DetectGPT

Existing Approaches

• Slow detection: DetectGPT can provide good accuracy but slow execution because 
of multiple model/api calls.

• Hight cost: DetectGPT calls API service by hundred times to performance one 
detection, which costs a lot of computational resources or service budget.

Issues:

• Model specific: DetectGPT requires the source model to achieve accurate detection 
of the model-generated text.
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Key Features

Fast-DetectGPT

• A zero-shot detector: no training
• Use pretrained LLM: robust across various domains and languages.

• Use fixed LLMs to detect various LLMs: robust across source models.
• Use small LLMs to detect large LLMs: reduce costs
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Key Intuition

Fast-DetectGPT

Hypothesis: Humans and machines tend to select different words during the text-
generation process, with machines exhibiting a propensity for choosing words with 
higher model probabilities.

The hypothesis is rooted in the fact that LLMs, pre-trained on the largescale corpus, 
mirror human collective writing behaviors instead of human individual writing 
behavior, resulting in a discrepancy in their word choices given a context.
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Conditional Probability Curvature

Fast-DetectGPT
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Conditional Probability Function

Fast-DetectGPT

Good properties:

• Input is fixed for sampling and scoring

• One forward pass to obtain predictive 
distribution

• Conditional independent sampling
.vs.

Probability function:

DetectGPT
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Conditional Probability Curvature

Fast-DetectGPT

Probability Curvature used in DetectGPT

vs.



感谢您下载包图网平台上提供的PPT作品，为了您和包图网以及原创作者的利益，请勿复制、传播、销售，否则将承担法律责任！包图网将对作品进行维权，按照传播下载次数进行十倍的索取赔偿！

ibaotu.com

Detection Process

Fast-DetectGPT
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Task Settings

Experiments

• The White-Box Setting:
We have the privilege of accessing the possible source model. We use the source 
model to aid in scoring the candidate passage to inform the classification decision in 
the setting.

• The Black-Box Setting:
We operate without access to the source model. Instead, we rely on surrogate models 
to score the passage.
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Settings – Source Models

Experiments



感谢您下载包图网平台上提供的PPT作品，为了您和包图网以及原创作者的利益，请勿复制、传播、销售，否则将承担法律责任！包图网将对作品进行维权，按照传播下载次数进行十倍的索取赔偿！

ibaotu.com

Settings – Datasets

Experiments

• Datasets:
• XSum (news), WritingPrompt (story), SQuAD (wikipedia), PubMedQA (technical)
• WMT16 English and German 

1:1 positive and negative samples, where a machine-generated text is generated by 
the source model using the first 30 tokens of human-written text as the prefix.
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Overview

Experiments

DetectGPT uses GPU batch processing, splitting 100 
perturbations into 10 batches. DetectGPT costs about 22 hours 

in five runs against five open-source models, while Fast-
DetectGPT only costs 4 minutes.



感谢您下载包图网平台上提供的PPT作品，为了您和包图网以及原创作者的利益，请勿复制、传播、销售，否则将承担法律责任！包图网将对作品进行维权，按照传播下载次数进行十倍的索取赔偿！

ibaotu.com

5-Model Generations – The White-Box Setting

Experiments
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5-Model Generations – The Black-Box Setting

Experiments
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ChatGPT / GPT-4 Generations – The Black-Box Setting

Experiments

* Only the black-box setting
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GPT-3 Generations – The Black-Box and White-Box Setting

Experiments
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Low False Alarm, High Recall

Usability Analysis

False alarm: 1%
Recall on ChatGPT:
• Fast-Detect: 87%
• DetectGPT: 6%
Recall on GPT-4:
• Fast-Detect: 44%
• DetectGPT: 0%
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Robustness across Domains 
and Languages

Usability Analysis
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Robustness on Different 
Passage Lengths

Usability Analysis
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Github

https://github.com/bao
guangsheng/fast-detect-
gpt
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Local Demo

python scripts/local_infer.py

Please enter your text: (Press Enter twice to start processing)

Disguised as police, they broke through a fence on Monday evening and 
broke into the cargo of a Swiss-bound plane to take the valuable items. 
The audacious heist occurred at an airport in a small European country, 
leaving authorities baffled and airline officials in shock.

Fast-DetectGPT criterion is 1.9299, suggesting that the text has a 
probability of 87% to be fake.

Input passage

Output result
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Deepfake of Text Content

Recap



感谢您下载包图网平台上提供的PPT作品，为了您和包图网以及原创作者的利益，请勿复制、传播、销售，否则将承担法律责任！包图网将对作品进行维权，按照传播下载次数进行十倍的索取赔偿！

ibaotu.com

Recap

Trustworthy AI:

• Build trust and credibility in 
communication

• Avoid misuse of AI technology

Demand Tools:

• Machine-generated text 
detector

AIGC vs. Human Writing
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Zero-Shot Detector - DetectGPT

Recap

• Slow detection: DetectGPT can provide good accuracy but slow execution because 
of multiple model/api calls.

• Hight cost: DetectGPT calls API service by hundred times to performance one 
detection, which costs a lot of computational resources or service budget.

Issues:

• Model specific: DetectGPT requires the source model to achieve accurate detection 
of the model-generated text.
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Fast-DetectGPT:

Recap

• A zero-shot detector: no training
• Use pretrained LLM: robust across various domains and languages.

• Use fixed LLMs to detect various LLMs: robust across source models.
• Use small LLMs to detect large LLMs: reduce costs
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DetectGPT

LM: 11B + 2.7B

Cost 100 LM calls

Speed 1x

Accuracy 82%

Fast-DetectGPT

LM: 6B + 2.7B

Cost 1 LM call

Speed 340x

Accuracy 96%
On ChatGPT generations

Additionally, Fast-DetectGPT outperforms commercial GPTZero.

Key Achievements
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Thank you!
Connect and further communicate. 

Q & A

知乎：西湖老博士 Twitter：@gshbao
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